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Welcome to Rsam

Basic Administrator Training




Galvanize

Introduction and Logistics




Agenda 3 2 Galvanize
Day 1 Day 2 Day 3
- Rsam Community * User Permissions & Roles * Reporting

Rsam Support
Rsam Building Blocks

Introduction to Rsam / Best
Practices

Structures & Elements
(Overview)

Structures & Elements
(Records)

Administrator Groupings &
System Roles

Workflow

Risk Analytics

Data Import
Searches & Charting

Home Screens &
Home Page Designer

« Structures & Elements
(Objects)

Email Notification

Email Listener

Rsam Scheduler

Rsam Basic Admin Exam
(optional)
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Rsam Support Options




Rsam Support Offering & Contact Numbers § » Galvanize

Currently offers 3 levels of support
— Bronze (8am — 8PM EST Monday thru Friday)
— Silver (24 / 5 Monday thru Friday)
— Gold (24 /7)

By Phone

— 201-875-3456 and 1-800-726-Rsam(7726)
By Email

— support@rsam.com

Via Portal

— Request an account via
support@rsam.com and then you can
create tickets via the portal at
https://tickets.rsam.com

Any errors in the application
Licensing Questions

Install Issues

Performance Issues

Initial eMail setup / connectivity

« LDAP Connectivity, SSO

General Issues

All Rsam customers get a number of designated
contacts. Only these contacts can reach out to
Rsam support via the channels mentioned prior

All other organization-members requiring Rsam
support should work through their Designated
Rsam Contact


mailto:support@rsam.com
mailto:support@rsam.com
https://tickets.rsam.com/
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The Building Blocks of a GRC Platform




What we Do

5 3 Galvanize

Rsam
Platform

Solutions

(Governance, Risk & Compliance)

Rsam ITGRCBond

Rsam ContinuityBond
Rsam Policy Bond
Rsam IncidentBond

Data Architecture

Homepages
Forms
Objects/Records
Relationships
Attributes

Multi-Lingual/Localization

Automation
Workflow Roles
Workflow States
Workflow Actions
Decision Trees
Notification Templates

Ad-hoc/Scheduled/Triggered

(Security Operations)

Rsam CyberBond

Business Rules

Unlimited Rules

User Defined
Criteria/Actions
Computations/Calculations

Simulations

VRM

(Vendor Risk Management)

ThirdPartyBond

Content

20 Managed Domains
11K+ Question Library
Harmonized Controls

Active/Archived Libraries

BYO

(Build Your Own Use Case)

Modify Baseline Configuration
Create Custom Solutions

Reporting

31 Native Chart Types

Rapid Reports
SSRS Advanced Reporting

Indicators

Integration

Rsam Universal Connector
30+ Predefined Maps
User-Defined Maps

Email Listener

Rsam RESTful API



What are Rsam Modules? 3% Galvanize

Baseline Definition

— Pre-defined configuration of various platform elements in support of a defined use-case.

Common Module Components

— Configured Forms

— Content

— Data Connectors

— Defined Data Architecture

— Defined Workflow

— Navigators, Charts, & Reports
— Notifications

— Established Business Rules
— Role-based Homepages

— User Roles



Rsam GRC — How it works ¥ % Galvanize

Jses Allowin
Collect data via: Risk Analytics to: you to:g

Manage Remediation
Workflows

—>

Surveys
and Forms

RISK
Scanners, ANAIVTIGS

Content,
& Other

Generate Risk-based
Scores & Analytics
Aggregate

Prioritize

Incidents, Normalize

& Metrics

ELEVATED

Create Reports

Threats, etc.

GUARDED

Low




Content 3 2 Galvanize

Rsam Managed Content

201 CMR 17 - Massachusetts Standards for the Protection of Personal Information of Residents of the Commonwealth
COBIT - Control Objectives for Information and Related Technologies (ISACA)

COSO - Committee of Sponsoring Organizations of the Treadway Commission

CSA - Cloud Security Alliance

FERPA - Family Educational Rights and Privacy Act of 1974

FFIEC - Federal Financial Institutions Examination Council

GLBA - Gramm-Leach-Bliley Act

HIPAA - Health Insurance Portability and Accountability

Not a fully official complete list.
HIPAA HITECH - Health Information Technology for Economic and Clinical Health Act This content is used to create:

» Harmonize

and more...... _ _
» Discreet question sets.
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Integration ] 2 Galvanize
Connectors - Maps Connectors - API
Provides pre-built mapping Provides the ability to pull and push
identifiers to support importing of data from/to external systems

data from various external sources
into Rsam.

11



Tour of Rsam 3% Galvanize

User Interface Admin Interface

nts  Manage Records Report  Searc 2 v Example Administrator  ggay R-S@M = ssments  Manage ¢ 1U0 Helpv©® & vExample Administrator 2 R-S3M
= Structures & Eements Record Types
Start E] ¥ R Attributes stow worktiow | ([EER [ ear | [(oetete | || O showan [DSuppress Pop-up Option
elcome to Rsam |
Object Ty
Welcome Joct Types Record Type @ ©| || | Attribute Type @ Column @ Sortorder @ ©
Create a new Exception record Your platform for *All Things Risk and Compliance”. ~ Standard
 Accou TT: First col-1
Please select a module from the shortcuts below, or from the navigator on the left. - ARG BRI ool G ik
Create a new Finding record ispect TT: Company Account Tracking (Root) & T1T: Last Name col-2
Create a new Incident record ~ Container P ———— (Root) © T emai col-3
~ Entit : -
Create a new Issue record \7\ D ntity R R A (e (Root) & T Account I col-4
A P = i . © T Company Tracking Intormation.  coe5
Objects & Records -0 QRR: Assessment Procedure (fixed) |
Record Types | | & Move Finding
CON: Library Control Grouping (Root)
EENE  FHAT FRAMEWORK INDICATORS ASSESSMENTS CONTROL TESTING | | & u:oate orentry
Criticality / Risk & Standards CON; Lbrar, Contiol & U: Entered By
NIST Cybersecurity NCSF: Subeategory - Control Test
Workflow
NCSF: Subcategory Assessment (Root)
Findings & Risks
4 1 L Reports & Views INCSF: Metric - NCSF Target Tier by Function (Root)
ent P - NCSF: Metric - NCSF Current Tier by Function Root]
e e et A R Esent Miaratoe e
NCSF: Subcategory - Questionnaire Assessment Results
Business Continuity Management EXCEPTION VENDOR RISK
RISK REGISTER POLICY MANAGEMENT Options NCSF: Subcategory - Questionnaire Assessment Schedule |
Continliots GonErels Tezting NCSF: Subcategory - Questionnaire Assets
NCSF: Subeategory - Indicator Results
Enterprise Risk Management |
NCSF: Subcategory - Indicator
Exception Management RR: Risk (Root)
1SM: Issue (Root) | ||
Financial Controls Management INCIDENT VULNERABILITY
SIRp AUDIT MANAGEMENT /endor Onboarding Request o0 |
MANAGEMEN MANAGEMENT VEN;:Vendor: Qriboarig Raguest (Root)
Finding Management VEN: Contract (Root)
VEN: Contract Milestone
Firewall Rule Management
1A VEN: SLA (Root)
A5
Incident Management S ) VEN: SLA Measurement
VEN: SLA Input - General (Root)
Indicators ENTERPRISE RISK REGULATORY CHANGE NIST CYBER SECURITY UCE
MANAGEMENT MANAGEMENT FRAMEWORK VEN: SLAInpUEs Fone Wal T (Rock)
Issue Management VEN: SLA Result (Root)
VEN: Vendor Metric: Avg Residual Risk by Business Area (Root)
Policy Management. |
HITRUST VEN: Vendor Metric: Avg Residual Risk by Product/Service Type (Root)
Regulatory Change Management e VEN: Vendor Metric: Approval Status (Root)
VEN: DNB - KRI Ongoing Monitoring Snapshot (Root) |
sk Register
HITRUST MY CSF VEN: DNB - Restricted Party Screening Execution (Root)
Saduity 10 hdant Resnonse 75 | [<<|| < |Page |1 [s|ofa [ > |[ > | 76 | [ << || < |Page 1 [tlof1 | > || >
|
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Introduction to Rsam




Learning Rsam J% Galvanize

Rsam is a powerful tool that can be as simple or comprehensive as you need
« The following are practical rules to follow:

— Consider all requirements but do not plan to implement them all right away

— Identify the most practical / critical one’s first. Simple is better.

— Expand as time progresses

- Keep your implementation as straight forward as possible

— Configurations and data management should be understood and maintainable (SDLC / SOP)

- Hands-on practice after training is a must
— Individuals that work with Rsam immediately after training catch on quickly

— Your cloud instance will remain available for 2 weeks after training

14



Deploying Rsam 3% Galvanize

Rsam can scale for Enterprise deployments, as well as for specific point-solutions

- Start simple, no more than 2-3 use-cases for initial deployment

— Most customers have multiple use-cases for Rsam

— Start simple and then add more complex use-cases
- As more use cases are implemented, less support from Rsam consultants will be required
- Rsam's goal is to enable customer administrators to be self sufficient

- Updates or new configuration can then be performed with minimal guidance

15



General Administrative Principles J 2 Galvanize

- Relational Structures

— Framework is built on a highly relational model. Customers are provided with the ability
to use and re-use almost all administrative elements

— Modules Consists of several pre-defined libraries:
» Controls, Attributes, Workflow, Handlers, Content etc.

- ltems in these libraries can be shared across all other Rsam modules and BYO

— Relationships between administrative elements provide a great deal of flexibility and
efficiency, but also require extra care on behalf of the Rsam architects & administrators

— Skills learned from building/managing one Solution are easily transferable to other
Solutions in Rsam

16



House Keeping I3 Galvanize

Systems ships with two key accounts

 r_admin (Full access to the system, can do everything)

— Additional Admin accounts that can be linked to individuals should be created and
used.

— Shared accounts is not a best practice
— Delete the r_admin account
- Administrator (Has no access to data)

— Best Practice: The password for this account should be changed and securely stored
and used only for recovery purposes.

17



Administrator Access 3% Galvanize

« A best practice is to provide the Administrator Roles with access to the data and
administrative elements to help with troubleshooting.

. . . .
HOME  Assessments ~ Manage  Records  Report  Sear 2 v Example Administrator ° h I S a p p ro a C h I S a g 0 O d I d e a I n
Workton Roles , |
Criticality / Risk & Standards m Edic) ibsicts & Sshow All Option | D eve I O p I I l e I It / I e St
.
oo Workflow Role ° Record Types o E V I r t
U: Object Administrator + & TRN: Audit Records:TRN: Audit Records I l O I I l I l e I l S
Workflow States - Objects
TRN: Audit Manager + & TRN: Audit Records:RM: Remediation Plan (POAM)
Workflow States - Records
emediation Owner udit Records:RM: Risk Acceptance Request
TRN: Remediation O + & TRN: Audit Records:RM: Risk A R
.
WoTkaWIBLLORS = ObJedts QF: Questionnaire Finding Record Owner 4+ & TRN: Audit Records:FE: Follow-up Event ° I h I S a ro a C h S h O u I d b e
Warkflow Buttons«Records QF: Questionnaire Finding Reviewer + & AQ: Assessment Question Library - Draft:AQ: Assessment Question Library
Workflow Roles QF: Questionnaire Finding Manager + (G AQ: Assessment Question Libary - DratiAQ: Assessment Question Lbrary . f . E =
- Possible Answer’
Syt ks R ik Sumier prge ey e e reviewed for Live Environments
Risk Analytics Trigger Events RR: Risk Owner Library
4 (G AQ: Assessment Question Library - Active:AQ: Assessment Question
Risk Analytics Schedule Events RR: Risk Reviewer Library - Possible Answer
.
; AQ: Assessment Question Library - Archive:AQ: Assessment Question
e - : Ideally it should be a
Notification Events E1 Finding;Recdrd Duiner 4 (G AQ: Assessment Question Library - Archive:AQ: Assessment Question
P g venase Library - Possible Answer . ..
Notification Queries 4 ([ AQ: Assessment Question Library - Possible Answers:AQ: Assessment
et usiness decision
Notification Messages
9 EX: Exception Owner 4 (G AQ:Assessment Question Library - Possible Answers:AQ: Assessment
Notification Schedules Question Library - Answer Set
EX: Exception Reviewer % 1@ ‘A6 ibomains:it DemainiType
Notification. Queue EX: Exception Manager T T e T
Email Listeners e Vdlinerability:Racord G
EESISD Y RECONETNIEL + & QF: Findings from Questionnaire:QF: Questionnaire Finding
VUM: Vulnerability Reviewer
24 + & qF: Findings from Questionnaire:RM: Remediation Plan (POAM)
VM: Vulnerability Manager
Y L8reg + & qF: Findings from Questionnaire:RM: Risk Acceptance Request
RR: Tests
Reports & Views QBR; Jester + & QF: Findings from Questionnaire:RM: Compensating Control
RR: Test Administrator
F . 9 N " + & QF: Findings from Questionnaire:FE: Follow-up Event
i r : Respondent
ExMifonment Migration QiiResh + & QrR: Questionnaire Response Review:QRR: Response to Review
75 | [ << || < | page 1 slof1 [> | [>» 75 | << || < |Ppage 1 soft | > >
Options | & J
|
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Browser Notes ¥% Galvanize

« Supported browsers include

« Use of back button will cause issues (connection with SQL)
- Best Practice:

— Use two independent browser types
« 1 for admin (Chrome) & 1 for User Testing (Firefox)
— Use two different instances under one browser (incognito mode, private mode)

19



Naming Guideline 3% Galvanize

Most items in Rsam have a “hame” and an “admin name”

Add Attribute Type

Attribute Type Name:

Admin Name:

« The Name is what the end user will see

« The Admin Name is what Admins see when configuring items

- Prefix the admin name with something relevant ““f‘s”“t:_”"es (Rtestons) —— DH’_

- Use this prefix to define what you created .\5 R;:ff'“_” °

- This will help with day to day and long term management of
your environment —— o

- Advanced techniques allow you to group and sort on the prefix

20



Linkage

3 2 Galvanize

- Every Administrative Element in Rsam needs to be configured for items to appear / work.

I~ E-=mpic Aninictrator &' R-sam

HOME  Assessments  Manage

Records

Report  Search

Structures & Elements
Criticality / Risk & Standards
Workflow

Workflow States - Objects
Workflow States - Records
Waorkflow Buttons - Objects
Workflow Buttons - Records
Workflow Roles

System Roles

Risk Analytics Trigger Events
Risk Analytics Schedule Events
Risk Analytics Handlers
Netification Events

Notification Queries
Notification Messages
Notification Schedules
Notification Queue

Email Listeners

Reports & Views
Environment Migration

Options

Workflow Roles States Record Types
m Edit Delete (] Show All Option
Workflow Role =2 Workflow State &

U: Object Administratar
MyCSF: CSF Admin

MyCSF: CSF Assessment Lead
MyCSF: CSF Respondent

1AM: Audit Manager

1AM: Lead Auditor

1AM: Auditor

1AM: Audit Coordinator

1AM: Auditee

1AM: Audit Findings Manager

1AM: Audit Findings Submitter

QF: Questionnaire Finding Record Owner
QF: Questionnaire Finding Reviewer
QF: Questionnaire Finding Manager
RR: Risk Submitter

RR: Risk Owner

RR: Risk Reviewer

RR: Risk Manager

15M: Issue Submitter

ISM: Issue Owner

15M: Issue Reviewer

15M: Issue Manager

OR: Org Risk Owner

OR: Org Risk Reviewer

OR: Org Risk Manager

OR: Dispo:

n Submitter
FI: Finding Submitter

F1: Finding Owog

FI: Finding Reviewer

FI: Finding Manager

EX: Exception Submitter

EX: Exception Owner

75 << < Page

P

of 2

N/A

ASMT: 1. Not Started

ASMT: 2. Classification Data Gathering
ASMT: 4a. Assessment Data Gathering
ASMT: 4c. Assessment Finalized

ASMT: 5. Entering Plans

[N

ASMT: 6. Finalized

As you select items on the:

1.
2.

Left hand windowpane

Options will appear in the
middle windowpane

and then in the right
windowpane that will
require/allow you to
configure relationships.

21



Help Options and Versions

3 2 Galvanize

« End User Help

« Administrator Help

+ Step by Step Guides
- Email License Details
« About Rsam

2% R-sam

License Information
Licensed to: Distribution Template
License Expiration: 11/30/2020 (mm/dd/yyyy)

Version Information

RSAM Version: 10.0.1001.1912

Web Reporting Version: 10.0.1001.1912
Records Version: 10.0,1001.1912

User Management version: 10.0.1001.1912
Web Admin version: 10.0.1001.1912

RSAM UI Version: 10.0.1001.1912
Database Version: 10.010011912

Email Listener: Enabled

Rsam ID: RSAM  Rsam Instance: R6

Copyright
(c) 2019 Relational Security Corporation dba
Galvanize

www.Rsam.com

OK

= i;Gclvanize

[ 0. Fier ] 54 Welcome
Start ~
H E welcome
[ £ Create a new Exception
record
f1 Create a New Finding
ﬂ, Create a New Incident
f1 Create a New Issue
Shortcuts >
ITGRCBond >
ThirdPartyBond >
PolicyBond >
CyberBond >
IncidentBond >
ContinuityBond >
Issues Management >
Risk Register >

Assessments

Please select a module from the shortcuts below, or from the navigator on {

ASSESSMENTS

Ca

INCIDENT
MANAGEMENT

Records Search

{0]e}

Welcome to Galvanize

Your platform for "All Things Risk and Compliance".

A

RISK REGISTER

©

REGULATORY CHANGE
MANAGEMENT

EXCEPTION
MANAGEMENT

5

NIST CYBER SECURITY
FRAMEWORK

End-User Help
Administrator Help
Step-by-Step Tutorials
Email License Details
Report An Issue
View Reported Issues
About Rsam
ENEY

VENDOR RISK
MANAGEMENT

RISKLENS

22
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Structures & Elements

Overview




Learning Objectives 3% Galvanize

« At Completion of this Section you will:

— Understand and be able to identify the foundational components of structuring data
within Rsam

— Understand the use of Objects
— Understand the use of Records

— Understand the role Attributes play with Objects and Records

24



Objects & Records

3 2 Galvanize

« Objects & Records provide the foundation for structuring data inside of Rsam.
The following images represent the basic Rsam structure covered in the

following slides

Child Record

Object :
l Aspect Object ||* Attributes
_  Controls
Aspect Object ||« Criticality
Record
Child Record :
Attributes

25



Objects 3 2 Galvanize

Objects hold and organize information in Rsam

- Objects can be tangible (such as a Vendor or Application) or intangible (such as Libraries,
Departments or Processes)

* Objects are a great mechanism to group together data across modules, and provide a
logical point of navigation, reporting, and permission assignment

* Objects can hold many things within them, most commonly:
— Attributes to describe the object itself
— Control & Criticality questions to assess the Object

— Records to track and manage rows of data within the Object

26



Records 3 2 Galvanize

Records are thought of as individual rows of data that are used to track, manage,
and report on information within an object

 Records exist within objects (tangible & intangible)

- Records provide the simplest method to track rows of information, similar to data from
Excel, a database or other applications

* Records can leverage all advanced features including workflow, handlers, import, etc

27



Attribute Types 3§ Galvanize

Attributes are used throughout Rsam to record information for Objects & Records

Response Type: oy

* For Records, all data is stored in Attributes Checkbos : |

Checkbox

 For Objects, Attributes are typically e

used to store “descriptive” data Eutrrm
dare

Date Time

 Attributes do not contribute to =
ile Attachment
Rsam'’s out-of-the-box assessment scoring system  eotocation

IF Address
List Box

- Attributes can be used extensively for 2,
filtering, grouping, and sorting data in Rsam Number

Radic Button

’ AttribUteS can be hldden for use in Saved RSAM Search
I i Stored Procedu
data calculations or displayed only when needed e

Text
Time

User Lookup -

28
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Structures & Elements

Records




Learning Objectives 3% Galvanize

« At Completion of this Section you will:
— Understand the use of Record based solutions
— Understand and be able to identify the components of a Record based solutions

— Understand the use of different types of Records

30



Rsam Terminology

3 2 Galvanize

Record Category Type
Record Type

Attribute
Record

Saved Search Attributes

Creating a Database

Creating a Table

Field in a Table
Row in a Database

Lookup Queries to other
Databases or Tables

New Excel Spreadsheet

Sheet within an Excel
Spreadsheet

Column within a Sheet
Row within that Sheet

Look up on another Tab

31



Records 5 3 Galvanize

« Records reside within Objects
« Records represent individual items containing information such as:
— Individual Gaps, Audit Findings, Vulnerabilities, Remediation Plans & more

* Records are light-weight and simpler compared to Objects

Object
Pu—
Standard
Object Type
Object Type

Record Category

Root Record

Aspects

Child Record

32



Creating Categories 33 Galvanize

Record category Types define the highest grouping in the Records structure.
Categories classify the various uses for Records

« Categories hold one or more record types
- Categories can be assigned to one or more object types

- Administrators can specify a default object for a record category
— Records within that selected category will always default to the selected object

— Other screens (like import, etc) will default to this object

Record Category

o _
Root Record ~
Child Record

33



Creating Records 3% Galvanize

Record Types define the individual configurations in the Records structure Record
Types can be designated as root, or child, and can be structured into a multi-level
hierarchy

* Root Records can have multiple child records
« Child Records can have their own child records

« Record Types use attributes to hold all data related to the record

Record Category

~

Child Record

~
Grand Child Record

34
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Creating Record
Categories & Types

Exercise




What are we going to build? $ 3 Galvanize

« Our example is going to walk you through building a solution from scratch.
— Creating a Record Category
— Creating a Record Type
— Linking to an existing Object
— Creating Attributes
— Creating Accounts & Assigning Permissions
— Creating Workflows, Buttons and Risk Analytic Handlers
— Creating Risk Analytics
— Importing Data
— Building Searches
— Creating Home Pages

* These tutorials will allow you to build skills that can then be used on your own solutions or with the Modules that you may have
purchased.

+ Along the way we will show you different elements that can be configured to provide alternative views to the end user.

36



What are we going to build? $ 3 Galvanize

HOME Assessments Manage Records Report Search Help v & L v Example Administrator

_ S AuditRecords » Global Records »

Start Training Audit Records 7 Editable
{Admin [DAC])

| Action 7|

<Jrle¢A

Send for Reme

Myhometages Instructions

Buttons

My Dashboard and Search

Objects & Records

Audit Records

Risk Management

Assessments f
* Audl @Audit Type  Regulatory v
Findings & Risks Ta b S .

* Dats

- Select the Designated Owner 2 pem Qwner 1 @) @

Exceptions Enter a description My Very First Audit Finding.

Indicators Audit Evidence ) File Attachments

SRI

Performance Monitol

Assessment Questions

37
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Administrative Groupings




Learning Objectives

3 2 Galvanize

« At Completion of this Section you will:
— Understand the purpose of Administrator Groupings
— Identify who can create Administrator Groupings

— Be able to implement Administrator Groupings

39



Administrative Groupings §3 Galvanize

« Administrative Groupings allow grouping together multiple administrative
elements, making administration easier by:

— Allowing administrators to filter their administrative screens by one or more
Administrative Groupings

« EXAMPLE: “Incident Management” configurations can be viewed and managed without
displaying the “Vulnerability Management” configurations.

— Allowing administrators to assign portions of the administration to different users
based on their System Roles

- EXAMPLE: Manage which Rsam users can read, modify, add, delete “Incident Management”
configurations vs. “Vulnerability Management” configurations

— Making it easier to manage Environment Migration Selections, discussed later in this
course



Administrative Groupings J3 Galvanize

- Administrative Groupings are configured under the Options menu in Rsam’s
Administration Screens

« Only Data Administrators or Account Administrators can create administrative
groupings

« Groupings can be associated with “Individual Administrative Items”, e.q.,
Individual attribute types.

« Groupings also have options for “All Access”, which allow you to include “all
attributes, all control, etc” in the group.

— NOTE: This multi-select environment allows you to select many administrative
items and checking them all at once.



Administrative Groupings J3 Galvanize

Structures & Elements Admin Groups Item Types
Criticality / Risk & Standards WP | it || Delete | || (showall | Attribute Type :
Workflow Admin Group e Item Type £
) Control Library - HIPAA A EX: Justification Text -
(ErEE e Control Library - HITRUST EX: Mitigating Controls Text
Environment Migration Control Library - ISO EX: Plan for Resolution Text
) Control Library - IT Assessment EX: Requested End Date Date Picker
i Control Library - NIST 800-53 EX: Expiration Date Date Picker
RSAM Options Control Library - TSP EX: Assessment Complete Date Date Picker
RSAM Registration Template - Audit Finding Management EX: Approver Signature Text
LDAP Admin - Server Template - CVE EX: Approved Date Date Picker
LDAP Admin - Domain 3 Template - Exception Management - Firewall EX: Approvers Notes Text
Template - Exception Management - General
Administrative Groupings

Create
Administrative
Groups

Associate the Groups
with Administrative
Items




Administrative Groupings: Filtering Views 12 Galvanize

Administrative Groupings can be used to filter Rsam Administration screens via
the Filter icon

Structures & Elements

Criticality / Risk & Standards

Workflow

Record States

Record States

Workflow States - Objects
Workflow States - Records
Workflow Buttons - Objects
Workflow Buttons - Records
Workflow Roles

System Roles

Risk Analytics Trigger Events
Risk Analytics Schedule Events
Risk Analytics Handlers

Notification Events

In Draft

Incident Under Investigation
Incident Pending Plan of Action
Incident Closed

Incident Cancelled

Incident Remediation Planned

Use the Groups as

persistent administrative
filters

Admﬁns{rative Groupings to Display

Template - Audit Finding Management
Template - CVE

Template - Exception Management - Firewall
Template - Exception Management - General
Template - FISMA

Template - Incident Management

Te I - Policy Manag

O0®eO0O000O0

Template - Universal Elements

Template - Vulnerability Management

Apply ‘ Cancel




Administrative Groupings: Filtering Views J ¢ Galvanize

- While filtering by a single administrative group, any new items added will
automatically be placed into that administrative group.

« To easily maintain administrative groupings, it is recommended to always
select a single filter before adding new elements.

- EXAMPLE: if you are filtered by the “Vendor Management” group, and you add in a new
attribute type in the attribute type screen, that new attribute type will automatically be
placed in the Vendor Management group.



3 3 Galvanize

Administrative
Groupings

Exercise
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Structures & Elements
Attributes




Learning Objectives

3 2 Galvanize

« At Completion of this Section you will:
— Understand the purpose and use of Attributes for Record Based Solutions
— Understand configuration options for Attributes
— Understand key features of Attributes

— Identify where Attributes are placed

47



Attributes 3 2 Galvanize

Attributes define the individual fields of data that can be entered for each Record

— (e.g.; Text, Data, File Attachment, List Box, Check Box)
 Create an Attribute Type for each field of data to be recorded
* Attribute Types are created in the Administration Screen

« To use an Attribute with Records, check the Record Attribute option when making the
Attribute Type and relate the Attribute Type to the Record Type

48



Common Attribute Type Settings

3 2 Galvanize

Attribute Types have several settings that can apply to most of the Response Types

Visible or Hidden

Required or Optional setting creates a visible cue
for the user *

— Handlers are needed to force the user to enter a
response, when needed

Read Only Attribute

Hide in Searches/Reports

Enable Rich Text Editing

Default Value for new Record/Object
Create an “Rsam Index”

Uses for this Attribute Type

Record Identifier

Response Type: # of Lines
Text 3 1

Default On-Screen Visibility:
Visible
O Answer is Required

Answer is Optional

E] Read Only Attribute (can only be modified by the administrators)
[0 Hide in Search Criteria and Default Reports
[0 Enable Rich Text/HTML Editing

Default Value for new Records/Objects:

C] Create an “"Rsam Index” on this attribute type for faster searching and reporting (but slower writes)

Number of characters to index: Small (25 characters, fastest approach)

Uses for this Attribute Type
& Object Attribute

& Record Attribute

() Record Identifier




Default Values for Attribute Types {2 Galvanize

Rsam includes the ability to specify a default value for each attribute type without
having to write handlers. For example: Date Created, Created By, etc.

eeeeeeeeeeeeeeeee

- Eases the administrative burden

- Better performance than using
on-create handlers

Tooltip Text:

50




Creating an Attribute Type {3 Galvanize

* When relating a Record Type to an Attribute Type, you will see the option to:
show the Attribute as a column in the grid

R T Atts [o] n
eC Attributs O
& w this attribu mi
Column Number:
rt ort ty
I ')
Place i lowil
l €& Audit Record |
cccccc )

 This allows users to see the data instantly without having to actually open the
Record. You may specify the column order for these Attributes

Incident Management Detete | [ assign...| [ action < | ([REY 0 ) (=[x
Record Type Record Workflow State Incident ID 4 Incident Summary Incident Type

OF & a Incident Under Review INC-56 2012-09-22 06:51:19 PM Employee Laptop Stolen from Physical Security Incident
Conference Room

O © a8 Incident In Draft INC-1 2012-10-02 06:50:50 PM peanalsmyin: Eanking Lot SiGas Physical Security Incident
Window Broken

0OxF © 8 Incident Under Review INC-57 2012-10-15 06:48:56 PM Virus Detected on 5 systems in Information Security Tssue
HR Local Area Network
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Record Tabs

3 2 Galvanize

* Attributes are arranged into Record tabs.

— Rsam includes a drag & drop interface to arrange Attributes within any given tab

« Access can be assigned to tabs individually giving users with specific roles

access to specific tabs

Audit

(Admin [DAC])

< Audit ” Project Information

Project Related Documents

Signoff I

€7 Editable

* Audit Year

* Audit Description

* Audit Owner

Audit Start Date
(automatically set in
workflow)

2012

Annual Internal Audit for Line of Business 1

v

* Audit Name  Annual IA for LOB 14

B Example Owner @ 2

7/1/13

£

Audit ID: (auto-assigned on
start)

Audit Quarter

* Audit Reviewer

End Date (automatically set
in workflow)

Q1

& Example Reviewer @ R

5/6/13

1




What are we going to build? $ 3 Galvanize

HOME Assessments Manage Records Report Search Help v & L v Example Administrator

_ S AuditRecords » Global Records »

Start Training Audit Records & Editable Send for Reme [ adion| | [4]/ v ]| @& |n
{Admin [DAC]) — =
Mtftiarne bagts Instructions -

My Dashboard and Search

Objects & Records

Audit Records

Risk Management

Assessments f
* Audl @Audit Type  Regulatory v
Findings & Risks Ta b S .

* Dats

- Select the Designated Owner 2 pem Qwner 1 @) @

Exceptions Enter a description My Very First Audit Finding.

Indicators Audit Evidence ) File Attachments

SRI

Performance Monitoring

Assessment Questions
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Creating Attributes &
Additional Tabs

Exercise




Galvanize

Roles & Permissions




Learning Objectives

3 2 Galvanize

« At Completion of this Section you will:
— Understand the purpose of roles & permissions
— Understand where and how permissions are assigned to Records
— Identify where and what Roles can be related to

— Identify where Attributes are placed
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Permissions for Records 3% Galvanize

Record access is completely driven by user role assignment
* Roles can be assigned to Users or Groups
* Roles define what Users and Groups can see and interact with

* Roles can be assigned directly to a Record, to the Record’s parent, and even to the Object
or Entity above the Record. All such cases would grant your users access.

— Tabs: Roles can be associated with specific tabs within the Records interface. This gives the ability
to isolate which Attributes the user will have ability to access

m Edit Delete | [ show Al Option

Workflow Roles E” | | Record Types £
a

- INC: Incident Management:INC: Incident
INC: INCident Submiiter = & Incident

INC: INCident Owner INC: In Draft (R+M+D)

. iew (R)
INC: INCident Reviewer INC: Under Review (R)

INC: INCident Manager INC: Incident Under Investigation (R)

INC: INCident POA Record Owner INC: Incident Pending Plan of Action (R)
INC: INCident Investigation Record Owner INC: Incident Closed (R)
SIRP: Incident Submitter INC: Incident Cancelled (R)
SIRP: Incident Manager INC: Incident Remediation Planned (R) 57

SIRP: Incident Reviewer D User Assignments




Assigning Permissions

3 2 Galvanize

You may assign Records to users across the organization

- Permissions are assigned to Records via Workflow Roles

- When associating a Workflow Role with a Record Type, or a Tab within a Record Type,
Rsam will present the following permission options

Modify Category Type Record Type -> Role

Grant access across all states

@ Read/Modify
(O Read/Modify/Delete (*)
O Admin (%)

Special Access
E5 Add New Record

Modify Category Type Record Type -> Role

Specify states individually =

Special Access
(] Add New Record

() Assign other User

Permissions by State

Archived
Open - Pending Revision
Not Initialized

|_Approved - Ready to Publish

e

- The selected permission will apply only to Records of that specific Record Type

- Customers can also choose to vary access to the record based on specific workflow states
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Assigning Permissions 5% Galvanize

Roles can be related to the following items:

 An entire record type (most common): Thereby granting access to the entire record and all
of its tabs

 Specific record “Tabs”: Thereby granting access to individual tabs
and their related attributes

 Specific record “Tabs” within specific “Workflow States”: Thereby granting
access to individual tabs, but only while the record is in a specific state

Modify Category Type Record Type -> Role

workflow Role @3 =2 rRecord Types & Specify states individually | = | e —
Respondent P > & Findings from Questionnaire
Reviewer & Questionnaire Finding
, . Finding Open (from . S
Assessment Manager ) B4 Risk Scoring questionnaire) Read/Modify E
Auditor @ Remediation Finding Pending Remediation Read Only
. - . . Finding Pending Risk
Finding Owner + & Ppolicies - Active:Policy Acrigiaien Read Only
< Finding Pending Control
Finding Manager sl
Findina Risk was Accepted s -

59



Assigning Permissions 5% Galvanize

Permissions may be assigned in 3 places:

Object Level:
Assign a user or group a role to an entire Object, Sub-Entity, or Entity. In this case, the user
will have that same role for all Records within the designated Objects

Parent Level:

Assign a user to a Parent Record. In this case, the user will be given the role to that Parent
and of its Children, etc....

Individual Record:
Assign a user to an end-node Record (no Parents). In this case, the user will be given that
role for only that individual Record

Even if the user is assigned a role to many Records, if that role has not been
associated with that Record Type, the user will have no access to it
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Permission Assighment Examples

3 2 Galvanize

Scenario

Role 1: Record Type 1: No Access
Role 1: Record Type 2: Read, Assign

Role 1: Record Type 3: Read, Modify, Delete, Add

Read
Assign

Read
Assign

>

Actual
Permission

Object 1

@ Record Type 1

Record Type 1

Record Type 2

Record Type 2

Read, Modify, Delete
Record Type 3

User
Assigned
Role 1
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Permission Caution 3% Galvanize

Permissioning of users is very powerful

- For Baseline: where possible use the out of the box models (documented in baseline guides)
— This provides a high level of Security
— Provides little to no Redundancy

— Simple to Manage and Maintain

« For Build Your Own:
— Consider working with Rsam
— This will ensure a high level of Security
— Limit Redundancy

— Keeps the system optimized
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Using Records 3% Galvanize

Records are accessed from many screens in Rsam.

» Records can be created:
- Manually from the Record Grid
- Via Self Registration
- Via Data Import

* Click on Add to create a Root Record
- Below is an example of adding a new record

Incident Management Refresh m Open Delete Assign... Action ¥ mj Py || X
Record Type Record Workflow State Incident ID Date/Time of Geow Incident Summary Incident Type
OZ a8 Incident In Draft INC-1 2012-10-02 06:50:50 PM Vandalism in Parking Lot - Car Physical Security Incident
Window Broken

 If the Record has associated Child Record Types, you may also choose to add one
or more Children
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Creating & Assigning
Accounts, Roles &
Permissions

Exercise
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System Roles




Learning Objectives 3% Galvanize

« At Completion of this Section you will:

— Understand and use System Roles to parse out admin tasks to users who do not have
specific admin privileges
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System Roles 3% Galvanize

- System Roles allow administrators to assign users / groups directly to system-
level roles for specialized uses.

— System roles allow access to specific administrative screens / items by associating
the role with one or more administrative groupings.

— System roles allow access to home screen tabs

— System roles are assigned directly to users / groups in the Manage Users/Groups
screen

— System roles do not automatically provide access to the data
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System Roles: Assignment of Admin Group

3 2 Galvanize

Assign administrative groups to system role to allow for limited administrative

Structures & Elements

Criticality / Risk & Standards

Workflow

Workflow States - Objects
Workflow States - Records
Workflow Buttons - Objects
Workflow Buttons - Records
Workflow Roles

System Roles

Risk Analytics Trigger Events

Risk Analytics Schedule Events

Risk Analytics Handlers

Assign Permission

- i

) Read
© Read/Modify
() Read/Modify/Delete

Add
Disassociate

cewall Rule Requests

b - FISMA
b - HITRUST

b - Incident Management

System Roles Admin Group
M\ Edit || Delete | % Show All e eck Selected || Option |
System Roles e Admin Group
U: Everyone € control Library - Vendor
Vendor Management Template Admin (0 special Distribution - Sandbox
O Special Distributi
l Grant System Roles
D Template - Audit . i
Sl Administrative Access to
= Groups

[Update | [ Close |
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Creating and Using System Roles

Exercise
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Users & Permissions




Learning Objectives

3 2 Galvanize

« At Completion of this Section you will:
— Understand the different User account types
— Identify the different access control types
— Understand the different ways users can be created
— Identify where permissions can be assigned

— Understand how user permissions function
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Account Types $% Galvanize

While user permission assignment determine a user’'s object & record permissions,
each user has an account type to designate administrative access:

- Standard User: This is the default for all users. Standard users have no access to the
Rsam administration screens

- Data Administrator: These users have access to the Rsam administrations screens, all
objects and all records

- Account Administrator: These users have full Data Administrator access, as well as the

ability to designate other users as administrators, and create internal Rsam accounts (non-
LDAP accounts)
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Rsam User Architecture $% Galvanize

Access Controls allow you to assign permissions and roles to individual users or
groups

- Rsam includes features to fully integrate with LDAP directories, Active Directory, Single
Sign-on, and more
* In Rsam customers can define:
- Users and Groups

- Workflow Roles

- System Roles
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Creating Users 3% Galvanize

Users can be created via the following mechanisms

- Transparent: Assigning an LDAP user to a record or object will automatically create the required elements for
the user to access Rsam

- There is no need to create individual user accounts
« Manually Importing users from an LDAP source
« Manual Creation of an Rsam (non-LDAP) users

- Enabling User Self-Registration

User Self-Registration

- Self registration can be enabled for “Internal” and/or “External” users
- Internal users must have an existing LDAP account

- External users do not require an LDAP account

« Optional: Self registered user accounts can be set as pending, requiring approval before using Rsam
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Assigning Permissions I3 Galvanize

Users can be assigned permissions to access objects & records via the following
mechanisms:

- Assignment Via Attributes: Administrators can configure attribute to auto-assign a role to
users selected as the attribute response

— This is the most transparent method of assigning permissions

— This is also highly useful if you want to import user assignments from Excel or another data source

« Direct Assignment: Users with user assignment privileges can choose to check on the

“Assign other user” button and select the user from the User Search screen. This is
available on most object & records screens

« Permission Manager Screen: Administrators can assign many permissions at once by
using the Permission Assignments Screen
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User Privileges 33 Galvanize

« Users can be assigned privileges directly or by being a part of a group

* Privileges may be associated with an individual object or all objects within an entity

* Privileges are cumulative, so all permissions are combined for each user

Sub-Entities

Object Type
Objects

Object Type

Records
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Performance Caution $% Galvanize

- Rsam supports the ability to assign individual users to individual records, allowing
customers to possibly set hundreds of thousands of permission assignments

- Such practices, however, do have an impact on performance

- When assigning users, try to assign at the highest acceptable level
- Assigning a user to an object that has 10,000 records yields far better performance than assigning
the same user individually to each of the 10,000 records
- Rsam allows for complex role assignments where customers can specify which roles can
access which tabs of a record type and can vary that for each workflow state

- While this is a powerful feature, we recommend limiting the user of role -> record type -> tab ->
workflow state assignments as this:

- Can lead to redundant permission (potential for huge performance hit)

- Becomes a challenge to manage

- Can also lead to slower performance if not kept under control
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Workflow




Learning Objectives

3 2 Galvanize

« At Completion of this Section you will:
— Identify the different workflow components

— Understand the use of each workflow component
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Dynamic Workflow 3% Galvanize

Workflow determines the way in which each Object or Record progresses. They
can be simple and direct, or rich and elaborate

Rsam includes pre-defined workflows
- Clients may create their own custom tailored workflow using the following components

— Workflow States: Define the current position of an Object or Record within the use-
case process

— Workflow Roles: Are a mechanism to assign users to perform certain tasks with an
object or record depending on its current state

— Workflow Buttons: Mechanisms primarily used to advance an object or record from
one state to the next. Buttons can also be used to have various effects, trigger e-mail
notifications, display on-screen data, or triggering Risk Analytics handlers
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Workflow States 34 Galvanize

States represent the different parts of the workflow in which an Object or Record
can reside

« At any point an Object or Record is in a single Workflow State
- States determine:

— Who can access the item

— What the user should be doing with that item

— What buttons / actions are available

- Searches and Dashboards can be filtered by workflow states, making it easy to build work
queues

- Risk Analytics can use workflow states as criteria to trigger automated actions
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Workflow Buttons 3% Galvanize

Buttons represent the interface element the users can click for their assigned Objects and
Records

- Buttons are typically used to progress Objects and Records through the various states

 Buttons can be set to:
— Change the Workflow State
— Send notifications
— Prompt for comments / clarifications
— Compile gaps / records
— Trigger custom handlers (risk analytics) & more

- Buttons are associated with Workflow States, Roles, and Object Types / Record Types to
determine who can click them, when they can be clicked, and for which targets

- Rsam can be configured to automatically “click” buttons
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Workflow Roles 3% Galvanize

Roles represent the part a user plays in the workflow of the Object or Record.
To participate in the Workflow a user must be assigned at least one role to their
Records or Objects

* Roles determine:
— What home-screens the user sees
— In which states an Object or Record can be accessed
— What access the user has to Records
— Which buttons the user can click on
— What email notifications the user receives

— What other roles the user can assign & more

- Roles are associated with Workflow States, Buttons, Record Types, Notifications, and more
to determine where and how a role interacts with Rsam
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Object Going Through a Questionnaire Process

l State | | Role | | Button |

Data Gathering ,, S Respondent sy ouoee o Submit
————

"""""""""""""""""""""""""""""""""""""""""" ®* Reject

Reviewing : ....... — Reviewer ‘—* ,,,,,,,,,,,,, o Accept
T ———

Risk Management < Q FekAdveor o il
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Other Workflow Elements

3 2 Galvanize

Beyond States, Roles, and Buttons, Rsam’s Workflow also consists of the following

elements:
 Risk Analytics for custom handling of events in Rsam
* Notifications Tasks

- Email Listener for Notifications, Alerts and Reminders

Workflow

Workflow

Workflow

Workflow

Workflow

Workflow

States - Objects
States - Records
Buttons - Objects
Buttons - Records

Roles

System Roles

Risk Analytics Trigger Events

Risk Analytics Schedule Events

Risk Analytics Handlers

Notification Events

Notification Queries

Notification Messages

Notification Schedules

Notification Queue

Email Listeners
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Risk Analytics




Learning Objectives

3 2 Galvanize

« At Completion of this Section you will:
— Understand the purpose and use of Risk Analytics
— Identify how to build Risk Analytics

— Understand the importance of Scope for Risk Analytics
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Risk Analytics 3% Galvanize

Risk Analytics provides the ability to automatically perform actions on both
Objects and Records based on customizable criteria

* Risk Analytics is commonly used to automatically:

Restart old completed Workflows & expire temporary approvals

Adjust a Workflow based on specific responses / values

Email users of upcoming & overdue tasks based on criteria
Perform calculations for scoring or statistics

Escalate critical issues & automatically set due-dates

® @

Randomly select items for follow-up testing @

® O
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Mechanisms of Risk Analytics §3 Galvanize

Risk Analytics utilizes the following mechanisms:

« Events: Represent events occurring in Rsam that can trigger risk analytics including:

- Clicking on a Button (manually or automatically)

- Scheduled events that occur automatically on a scheduled basis

- Handlers: Define how Rsam should “handle” specific events

-
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Handlers

3 2 Galvanize

Handlers consist of the following elements:

« Criteria: Individual checks that are performed. There may be many criteria within each

handler. All criteria must pass before the handler’s actions are executed

 Action: Individual actions that will be performed should all criteria within the handler pass

Event
|
- v
Event Event
Handler Handler
v v v
Criteria Action | Criteria | Action
Criteria Action | Criteria | Action
| Criteria | | Action | | Criteria | | Action |
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Managing Handlers 3% Galvanize

Update Action u_

Action Name Helpful Information
Ichange workflow state to Under Review Select the workflow state to send the record to /\

Execution Scope

The targeted record

4O

Action Type () Do not write action to log
Change a record's workflow state

“H

Action Selections:
INC: Under Review

49

= -
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Using “On Failure” for Criteria § 3 Galvanize

The following are important options to explore when deciding how to handle the
failure of a Handler's Criteria:

- Stop Handler for the Current Item: The default is to stop the immediate handler for the immediate
record/object... which means any other handlers associated with that workflow button / event will still
execute on the current record/object.

- Stop Handler for all Items: In the case where a handler’'s execution scope is for children / parent, this option
will stop the handler at the first object / record that fails and not execute the handler on other targets.

- Stop All Handlers for this Event: With this setting, Rsam will stop All handlers executed from the event on
all items. This is popular to use because it also provides the special option to display a message to the user
explaining why the handlers are stopping.



Scope 5 3 Galvanize

- Handlers, Actions, and Criteria have selectable Scope

» Scope determines where the Handler, Action and Criteria are executed relative to
the target

— Scope is always relative to the “Targeted Item”
— The targeted item reference may change through the event

Child Record A

Child Record B
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Simulated Button Clicks 3% Galvanize

- Many features in Rsam allow you to “Simulate Button Clicks”

* This allows you to create a button with Handlers, and then have Rsam pretend
that a user clicked that Button

- Examples:

— When you want to have Handlers execute when you create an Object or Record

— When you want to have Handlers execute as part of the Import Process
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What are we going to build? $ 3 Galvanize

Search Helpv & X v Example Administrator L R:-sam

HOME Assessments Manage Records Report

_ 5 AuditRecords » Global Records »

Start Training Audit Records ( Editable
(Admin [DAC])

My Home Pages

Send for Remediation Action ¥
Instructions

Here is a list of instructions for the user. B Utto n S
Risk Management

* Audit record ID: (0001 () Audit Type Regulatory v

My Dashboard and Search

Objects & Records
Audit Records

Assessments

Findings & Risks

* Date of Record 1/24/2018

R Select the Designated Owner & Rem_Owner_1 @ Q

Exceptions Enter a description My Very First Audit Finding.

Indicators Audit Evidence 0 file Attachments

SRI

Performance Monitoring

Assessment Questions
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Creating Workflow States,
Buttons and Risk Handlers

Exercise




Galvanize




Learning Objectives

3 2 Galvanize

« At Completion of this Section you will:
— Understand what can be imported
— Identify import sources

— Identify the components/steps in using the import features
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Data Import

3 2 Galvanize

Data Import allows customers to import object inventories, questionnaire responses, records, and
control libraries into Rsam

* Rsam can import from the following sources:

Delimited text files (tab, comma, etc)
Excel Spreadsheets

XML files

Rsam Offline Data Gathering File
Database connection strings & queries
Third Party APIs

Email messages

* During import Rsam can:
— Add new objects, records, control types
— Update existing objects and records

— Trigger Workflow Buttons and Event Handlers

Imports can be performed manually, scheduled for automation, or triggered via an event handler
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General Import Process

3 2 Galvanize

When importing data into Rsam, you will need to perform some or all of the
following steps:

Import Page: Select a data source, or saved
profiled from a prior import

General Tab: Specify where the data will be placed
in Rsam (object, object type, entity, record
category, etc.)

Mapping Tab: Map values from your data source
into fields in Rsam (such as attributes, controls,

criticality)

Filter Tab: Specify any filters you wish to apply to
the data before importing

Action Tab: Tell Rsam how you would like to
handle:

+ The creation of new Objects / Records

» The update of existing Objects / Records

+ Detection of previously imported Objects / Records that
are absent

Unique 1D: Specify which fields will be used to
identify existing records /objects

Definition: Special use-case for handling
separated library elements inside of the imported
file

Translation: Specify any character or word
substitutions that should occur during import (e.g.
translating “3” to “High Risk”)

Management: Save your mapping & profile
settings, test the import, and perform the actual
import itself
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Importing Data into Rsam
(Records Based)

Exercise




Galvanize

Searches and Charts




Learning Objectives 3% Galvanize

« At Completion of this Section you will:
— Understand the purpose of Searches and Charts
— Understand how to create searches and charts

— Understand and identify where searches and charts can be used
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Uses for Searches

3 2 Galvanize

Searches allow customers to perform a basic or advanced search through Objects, Records, Logs and Performance data

« Searches can be saved for later use

« Saved Searches can be used to:

Share with other users via their roles

Have their results shown on the home page

Generate Charts & Dashboards

As a navigation tree in the Objects & Records Navigator
Provide dynamic response sets for Attributes

Create custom SSRS reports

« When someone asks for a report, start by building a search

— 80%* of report requests are fulfilled by simply making a search

* Highly Scientific poll, completed by Gallup, CNN, Nielsen and audited by PwC. Not to be confused by a random number plucked from the air.

Most of the remaining are reports built off of search results
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Search Selection

3 2 Galvanize

Access the Search Navigator through the Rsam Menu

* One-click access to existing searches, options, criteria & new searches

New Searches Saved Searches

— HOME Assessments Manage Records Report Search

Last Search

Saved Searches & Charts

Searches Charts & Related Searches

Existi
, All Searches 5. Findings by Status Example Administrator (shared) Records Navigator Records
-] Object Searches 6. Action Items By Status Example Administrator (shared) Records Navigator Records
] Record Searches All Objects (nav Example Administrator (shared) Object Navigator Objects
Log Searches
— All Objects by Entity (nav: Example Administrator (shared) Object Navigator Objects
Performance Searches
o Debug Searches All Objects by Type (nav Example Administrator (shared) Object Navigator Objects
Last Search All Objects by Workflow (nav Example Administrator (shared) Object Navigator Objects

All Records by Aler us (nav) Example Administrator (shared) Records Navigator Records

All Records by Type & Alert Status

= Example Administrator (shared) Records Navigator Records
nav)

Applications (nav) Example Administrator (shared) Object Navigator Objects

Applications by Owner (nav) Example Administrator Object Navigator Objects

plicatior Workflow Stat

'271;‘-": ions by Workflow State Example Administrator Objects
rt

# polications by Workflow State Example Administrator Object Navigator Objects
nav)

Records per page 50 << | < | Page |1 s of 11 | > >>
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Search Criteria $2 Galvanize

Search results are driven off of Search Criteria

- Search Criteria allow you to specify the fields to display, field order, filters, sort order,
display options, groupings, summary aggregation & more

Select the fields to include into your search. You can set order, sorting and grouping as well as filters

~| Quick Search:

B Risk Assessment - Vulnerability Library s | Switch to Advanced Mode

L. - Display - .
Field Type Field o Field Filter
Record Fields Record Category 1

d Record Fields Record Type 2 Risk Assessment - Vulnerability Library
Object Fields Object Name 3
Record Fields Record Workflow State 4
Record Attribute Vulnerability Name 5

Al

L Attribute Types: (] Sort alphabetically £ Limit to selected Object Types/Record Types and ancestors Update Cancel -
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Search Results

3 2 Galvanize

Searches pull live data from Rsam and allow you to:

View search results

Dynamically drag & drop columns to perform groupings

Navigate to a search result, or open the result directly

Perform Workflow actions across many Records / Objects at once
Perform mass edits

Export the results to various file formats

Save the Search Criteria for future uses
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Grouping Search Results

3 2 Galvanize

Search results can be grouped for better navigation and to build charts and
navigators:

« Build one or more groups by dragging column headers into the section above the search

result

S

- Groupings are generated on the left side, allowing for quick and easy navigation

Search Name: Assessments (nav)
\ @

Refresh Add v Delete

Action v Open Questionnaire

Assign...

Search Criteria

Save

Save Search As

]

Select a group

Hitrust System (2)

* IT Application (5)

IT Biomedical Device (1)

IT Database (1)

IT Host (20)

> IT Server (C) (2)

* NIST Common Control Area (3)
* NIST Commeon Controls (C) (2)
* NIST Information System (3)

* Organization General Controls (aspects) (3)

PCI Merchant (1)

Physical Data Center (C) (2)

* Physical Facility (3)

Vendor / Service Provider (9)

oz e
Oz e
oz e
oz o
oz e
Oz ©
oz e
oz e
oz e

Object Name

=

CC Payment Inc.

CC Payment Processing Service
Site Hoster Inc.

Gorman Inc

ACME Holdings Corporation

Dill Inc

Giggle Inc

Alliance Ltd.

ABOU-MERHI LINES SAL

Object Type « ) Object Workflow State a ) Entity a ) Sub Entity «

Aspect Parent

=
CC Payment Inc.

CC Payment Processing Service
Site Hoster Inc.

Gorman Inc

ACME Holdings Corporation

Dill Inc

Giggle Inc

Alliance Ltd.

ABOU-MERHI LINES SAL

Object Workflow State Entity ~

v v

1. Not Started Acme Corp.
1. Not Started Acme Corp.
1. Not Started Acme Corp.
1. Not Started Acme Corp.
1. Not Started Acme Corp.
1. Not Started Acme Corp.
1. Not Started Acme Corp.
1. Not Started Acme Corp.
1. Not Started Acme Corp.

Sub Entity
=

Assessments
Assessments
Assessments
Assessments
Assessments
Assessments
Assessments
Assessments

Assessments

Respondent
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Charting Search Results $3 Galvanize

Search results can be used to create charts:

- Charts can be generated using the search groupings and pivot points

- Charts reflect the search filters, groupings, and aggregation selections

- Charts are rendered on-the-fly, making it easy to preview chart properties and groupings
- Charts can be saved for later use, and even published to home pages

Select a group

* Hitrust System (2)

* IT Application (5)

* IT Biomedical Device (1)

* IT Database (1)

> IT Host (20)

* IT Server (C) (2)

* NIST Common Control Area (3)

* NIST Common Controls (C) (2)

* NIST Information System (3)

* Organization General Controls (aspects) (3)

* PCI Merchant (1)

* Physical Data Center (C) (2)

* Physical Facility (3)

* Vendor / Service Provider (9) 4. Waiting for Assessment 1. Not Started F= 2. Classification Data Gathering 5. Entering Plans
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Chart Settings

3 2 Galvanize

Charts have extensive options:

« Using the Chart Settings button, you can select new chart types, and many different chart

properties

CHART
1. Not Started ‘ 1' 4 w

2. Classification Data Gathering E’

4. Waiting for Assessment E
g Plans [ 1 ’

5. Enterin

IT Application

£« NIST Common Control Area

F= NIST Information System
F= PCI Merchant

= Physical Data Center (C) &= Physical Facili

®» | chart Settings \ Save Chart Settings Save Chart Settings As

File Legend

ChartType Title

Chart Type

Label XAxis YAXxis

ECGI] Series

1 Chart Type : gar stacked (2D)

ooooo

100% Stacked

100% Stacked

100% Stacked : ()

- Charts can also be saved for future use, or to publish in a home page tab
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Exa mple Charts 5 3 Galvanize

A few examples of available charting options

3 5
IT Application
NIST Information System
IT Host, 20 IT Database, 1
|~ IT Biomedical Device, 1 Hitrust 1T T T g IT  NIST NIST NIST Org PCl PhysicPhysic&/endor /
IT Application, 5 Organization General Controls (aspects) System Host S -CommiC anz Merch al |FaciityService
ational Device & © n Contols on sto ant Data Provider
§— Hitrust System, 2 Control (C) System n Center
IT Server (), 2 - / Physical Facility fee et “
NIST Common Control Area, 3 Vendor / Service Provider, 9 Cont
NIST Common Controls (C), 2 i le
) ASMT  ContractM HR Informati Org Acme —
NIST Information System, 3 Physical Facility, 3
Organization General Controls (aspects), 3 Physical Data Center (C), 2 Test aker  Manager on Control  Corp H (a
Pro System 1 Test
@ <. Waiting for Assessment @ 1. Not Started
w h 2. Classification Data Gathering @ 5. Entering Plans.
i
9 @ 6. Finalized @ 4a. Assessment Data Gathering
0 2 10 20 NA
Chart Settings Save Chart Settings Save Chart Settings As Chart Settings ‘ Save Chart Settings \ Save Chart Settings As Chart Settings ‘ Save Chart Settings Save Chart Settings As \

12 3
Hitrust System )
Tt IT Application Vendor / Service Provider
10 9 IT Biomedical Device Physical Facility
. IT Database Physical Data Center (C)
IT Host PCI Merchant
H
IT Server (€) Organization General Controls
(aspects)
N 2 NIST Common Control Area NIST Information System
NIST Common Controls (C)
1
0, S 0 0 ing for Assessment 1. Not Started
o — ) X y
Hitrust CSF Assessment IT Host Physical Data Center (C) Classification Data Gathering Ml 5. Entering Plans
M 6. Finalized M 4a. Assessment Data Gathering
2016-06-15 2016-06-20 O 2012-07-16 2013-05-14 O 2013-05-09 A
‘ Chart Settings Save Chart Settings Save Chart Settings As Chart Settings Save Chart Settings ‘ Save Chart Settings As
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Search Manager 3§ Galvanize

Administrators have access to all saved searches & can:

- Add / Modify / Delete Saved Searches
« Assign Saved Searches to roles, granting access to:

— Execute a search

— Edit the actual search options

Helpv & & v Example Administrator JAL R'Sam

= HOME Assessments Manage Records Report Search

Structures & Elements Search Manager r Roles
Criticality / Risk & Standards m Edit F—  show Al e
Workflow Search Name Type owner o Roles o
& u: Object Administrator
Reports & Views
v < Object = (O MycsF: CSF Admin
Top Menu All Objects (nav) Object r_admin D MyCSF: CSF Assessment Lead
Home Page All Objects by Entity (nav) Object r_admin O MycsF: CSF Respondent
Searches All Objects by Type (nav) Object r_admin O 1aM: Audit Manager
Reports All Objects by Workflow (nav) Object r_admin O 1aM: Lead Auditor
Metrics Generator Applications (nav) Object r_admin O  1AM: Auditor
Report Generator Applications by Owner (nav) Object r_admin O 1aM: Audit Coordinator
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Galvanize

Home Screens & Home Page Designer




Learning Objectives

3 2 Galvanize

« At Completion of this Section you will:
— Understand the purpose of Home Pages
— Understand Home Page Design Options
— Understand Activity Centers
— Understand the use of different types of tabs

— Understand the use of inline editing
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Home Screen Tabs $% Galvanize

Home Page Tabs are the primary method used by users to navigate through
Rsam, from the landing page across to access all of their accessible modules

- Rsam includes OOTB home page tabs with each module, but customers often create their
own allowing for customized views of data, and navigation

- Each home page tab can contain one or more widgets/activity centers. Widgets & Acticity
Centers can display lists of information, charts / dashboards, shortcuts to functional areas,
and more.

- Home screen tabs are associated with roles; therefore, different users will have access to
specific tabs based on their role assignments
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Home Page Widgets/Activity Centers {2 Galvanize

HOME Assessments Manage Records Report Search Help v © A v Example Administrator -~ R Sam

T -

Start Categories Risk by Workflow State

Open, 3 4

Start Training

Objects & Records

Assessments

Create New

Lo =D Create a new Risk record

Vendors
- Remediated, 1
Risks
Pending Risk Acceptance, 1

Risks

Risk by Workflow and Severity

T

Exceptions Pending Risk Acceptance —

Incidents

Risk Navigator

Create a new Risk record

Org Risks Open

Policies

Audit Remediated
Business Continuity

Indicators Risks by Severity

E

Controls 1. Very Low, 11

(No Data), 1
Vulnerability Management

<
Threat Management ‘ /

SIRP 2. Low, 2 4. High, 1

Firewall Requests
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Home Page Design I3 Galvanize

 This new features is only available with v10
* No longer limited to 2 column layout (Technically limited to 16)
« Simple widget drag and drop & resizing capability

- Administrators can now modify home page tabs directly on the page not just via
the admin screen.

— Currently, new pages must still be created via the admin screen though
- Widgets can be set to collapse/load on-demand speeding up page loads

- Widgets now support Role Based Access
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Activity Centers 3% Galvanize

 This new features is only available with v10

- Simpler, centralized access to activities across all modules

 Create multiple activity centers in standard pages & object navigators

- Numeric and color indicators can be set to highlight the importance of the center

« Activity Centers support Role Based Access
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Left Navigation Panel $3 Galvanize

Users navigate to their home pages using a navigation panel located
on the left side of the screen

Start
Objects & Records

Assessments

- Tabs are divided into Grouping Tabs and Grouped Tabs

Vendors

— Grouping Tabs: contain one or more Grouped Tabs

: : — Grouped Tabs: contain the widgets/activity centes
Grouping _
T Tab - Stand-Alone tabs are also available, and they

Organization Risk Navigator appear as both a Grouping & Grouped tab

Risk Dispositions
i/

Policies Grouped
Exceptions Tabs

Tabs are searchable / filterable by the end user

- Self Registration Links for Records and Object can also

Incidents appear in grouping tabs for quick access
Incidents
Incident Navigator ] - Leverage Grouping / Grouped tabs (no need to use stand-alone
General Record Navigator t a b S)

Shortcuts

Entity Manager

- Use consistent wording in Home Page Tabs (like “Dashboard”)
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Types of Tabs 3% Galvanize

Group Tabs and Stand-Alone Tabs are classified into the following Tab Types
- Standard Tabs
* Record Navigator Tabs

* Object Navigator Tabs

Grouping Type:
Grouped Tab

Tab Type:
Standard Tab

Standard Tab
Object Navigator Tab
Record Navigator Tab
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Standard Tabs $2 Galvanize

This is the most common type of Tab used by customers

- Basic tabs which holds multiple widgets... often providing access to different parts of the
application (links to searches, dashboards, cosmetics, and more)

- Often used for a home page for a specific module, dashboards, and other pages that
require multiple widgets

Categories Risk by Workflow State

Risk Register (6) ‘

Create New

Risk by Workflow and Severity
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Record Navigator Tabs §3 Galvanize

Tabs dedicated to showing lists of records using a variety of filters and
groupings

- Often used as searchable task queues and for records that need quick and simple access
for users

« Leverages Record Searches to present the lists of records

Risk by Severity (nav) v| | Sea . ‘ Q Refresh Add ~ m Delete Assign... Action v Go to h:. ¢

Select a group Record Category Record Type Object Name Record Workflow State & Risk ID « Risk Owner

* 1. Very Low (1)
» 2. Low (2) + ([ @ RiskRegister Risk Global Records Remediated 16 Risk Owner

* 4. High (2)
C] B ° Risk Register Risk ContractMaker Open 25
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Object Navigator Tabs

3 2 Galvanize

Dedicated to showing lists of objects, and then allowing the user to drill into the
object to gain access to the various object components

- This is a more advanced tab, often used to provide a holistic view of an object

- This type of tab leverages Object Searches to present the lists of objects, and then
individual widgets to show the details once inside of an object

Vendors by Workflow State (nav) v, \e Refresh | | Add ~ m Delete | | Assign... | | Action v| | X
Select a group Object Name 4 Vendor ID Vendor Type Business Owner / Sponsor \/endorf‘
1. Not Started (9) z = = : - |
Consultg
4. Waiting for Assessment (1) (non-leg
Oz © ABOU-MERHI LINES SAL 437679 3rd-Party Organization Vendor Owner Custom|
Delivery
Distribu(
|
Oz & ACME Holdings Corporation 342656 3rd-Party Organization Vendor Owner Brcksr/‘
Oz © Alliance Ltd. 437567537 3rd-Party Organization Vendor Owner Broker /
Broker /
O © CC Payment Inc. 337853 3rd-Party Organization Vendor Owner Consult]
(non-leg
Oz & CC Payment Processing Service 337853 3rd-Party Service/Product Vendor Owner 1T Appliq
Oz © Dill Inc 642856 3rd-Party Organization Vendor Owner m Hardu:
Oz e Giggle Inc 356345 3rd-Party Organization Vendor Owner IT Appliq
o IT 3rd-p
Product
Oz © Gorman Inc 847626 3rd-Party Organization Vendor Owner (e.g. Phi
Technol¢
Oz & Site Hoster Inc. 565567 4th-Party Organization Vendor Owner Re-Selle|

Vendor Information

Vendor / Service Provider: CC Payment Processing Service
Vendor ID: 337853

D&B D-U-N-S Number: 114315195

Object Workflow State: 1. Not Started

SER Score: 6

Viability Class Score: 2

Vendor Type: 3rd-Party Service/Product
Vendor Services/Products: IT Application Provider
Approval Status: Pending Assessment

Delinquency Score: 5

Vendor Questionnaires

Name Questionnaire

CC Payment Processing Service 4 of 30 answered

State

1. Not Started

2 & & x

Risks and Findings

Eindings from Questionnaire (0)

Supplier Evaluation Risk (SER) Score

CC Payment Processing Service

1
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Tab Filters 3 2 Galvanize

Standard Tabs support a special feature called “Dynamic Filters”
- Administrators can place special filter selections on the left side of the screen

« Users can interact with these selections to filter the content that is being presented on the
right

Reset All | Save Filter Data v @

Vendor Approval Status (Current)
W Business Areas Select All | None
() Claims

() silling & Collection

(0) Information Security
() Audit & Compliance
[ Legal \

[C) Human Resources
(O) Supplier Management

() Finandial Controls \
W Service/Product Select All | None

Types
(& Agent / Intermediary
(& Broker / Dealer | @€ Approved for Use Approved with Restrictions @ Not Approved Pending Assessment
(0) Consultant / Advisory Services
(non-legal)
D Customer / Professional Services
Delivery Partner

() Distributor

(% Document Storage Customar Dal
Customer Delivery

(& IT Application Provider =

Residual Vendor Risk by Bus. Area (Current)
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Inline Edltlng 3 2 Galvanize

Record and Object Attributes can be edited directly from a list, search, or navigator
» Quick way to edit without having to load the record/object form
* Functions in child grids as well

- Works with on-screen handlers and other events

Organizationa| Risks Refresh m Open Delete Assign... Action v m:] =R X

Record Workflow State ID Name Owner Date Created Root Cause Alert
: ! - Kevin C Day ¥ Force of Nature =
& [ @ @ RiskPpending Dispositions L1 | Major Security Breach / = 20150520 - I
Compromise !
O © @ RiskUnder Review 2 Manufacturer Defect o
Sun Mon Tue Wed Thu (FeimE @D
d 26 27 28 29 30 Inadaquate Design
Inadaquate
3 4 5 6 7 Communication
10 11 12 13 14 Inadaquate Knowledge
17 18 19 |20 21 or Training
24 25 26 27 28 Inadaquate Resources _|
31 1 2 3 4 55— —T

Today: 9/26/2015

125



Inline Edltlng 3 2 Galvanize

« Create searches and navigators to expose commonly edited attributes to users

- Record types have an option to “simulate workflow button click” when completing an inline
edit. Take advantage of this to execute handlers based on inline edit results

- Note that each individual row / cell commits to the DB at the completion of that inline edit

« There is no multi-select inline editing... if you want to edit multiple records, you need to
multi-select and “open”
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Creating and Configuring
Searches, Charts & Home Pages

Exercise




Galvanize

Reporting




Learning Objectives 3% Galvanize

« At Completion of this Section you will:

— Understand the different reporting options available to you
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Reporting Engine ¥ Galvanize

« Rsam includes many methods of reporting, each satisfies a different need

- The reporting needs across Rsam customers varies greatly. So Rsam focuses on providing many
reporting opportunities

- Some of these reporting methods are used by all customers, while others are only used by a small
subset of customers
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Reporting Opportunities in Rsam

3 2 Galvanize

 The following reporting methods are available with Rsam

Report / Dashboard Interface

Who can create

Difficulty

Effort

Data Flexibility

Presentation
Flexibility

Launched from
Rsam

Rsam - Drag & Drop Charting

Rsam - Default Report Templates

Rsam - Rapid Reports

Custom - Report / Dashboard Via Rsam
SSRS

Custom - Report / Dashboard Via custom
SSRS

Custom - Report / Dashboard Via Crystal
Reports

Custom - Report / Dashboard Via external
package (Cognos, Bo, Home Grown, Etc)

Anyone in Rsam

N/A

Anyone
(assigned by Role)

Knowledge of SSRS
Interface

Knowledge of SQL and
SSRS Interface

Knowledge of SQL &
Crystal Interface

Knowledge of SQL &
External Tool

N/A

Medium

Medium

High

High

High

Low

Low

Low

Medium

High

High

High

Low

Medium

High

Very High

Very High

Very High

Medium

Very Low

Medium

Very High

Very High

Very High

Very High

Yes

Yes

Yes

Yes

Yes

No
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Searches and Pivots 3% Galvanize

 Searches are the primary reporting mechanism.
— Tell Rsam what you want to see
— How you want it filtered, sorted, and grouped.

- Rsam will show you the information, allowing you to show details, execute
actions, or export the results.

€ Select Fields - Windows Internet Explorer State Calendar Year Title Summary Agency Name Inherent Likelihood Inherent Impact
ion e = = =
Regulation Change
9 o This rule explains the data
= collected by the Department of
Field Display Lo Filter Elementary and Secondary
Order Education within the statewide
Record Cat longitudinal data system
ecord Category Statewide Longitudinal Data commonly known as the Department of Elementary and
Record Type q Regulation Change MO 2015 cyetom Missouri Comprehensive Data | Secondary Education/Division of
t System. The rule also addresses | Learning Services
Object Name 2 the procedures that are used to
ensure the confidentiality of
Record Workflow State 3 student records maintained in
the Missouri Comprehensive
Calendar Year 4 Data System.
State 5 This rule identifies the
- - q " procedure and requirementsto  Department of Public
Applicability to Organization i MO 2015 e e D ey obtain corporate security Safety/Peace Officers Standards 2. Low 4. High
Title 7 y advisor license pursuant to and Training Program
section 590.750, RSMo.
Agency Name 8 This rule identifies the minimum | Department of Public
Date Adopted 9 MO 2015 Minimum Training training irer for y/Peace Officers 2. Low 4. High
corporate security advisors. and Training Program
Pubic Text Link 10 P ar——
MO 2015 FaduaE e continuing education g:fneatn/';‘::ct:gfpﬁcbel:; Standards 2. Low 4. High
Requirements requirements for corporate Sl g =113
security advisors. 9 Prog!
This rule identifies when a
Cancel corporate security advisor must | Department of Public
MO 2015 Change of Employment Status report a change to his/her Safety/Peace Officers Standards = 2. Low 4. High
corporate security employment  and Training Program
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Reporting Opportunities in Rsam

3 2 Galvanize

 The following reporting methods are available with Rsam

Report / Dashboard Interface

Rsam - Search & Pivot

Who can create

Anyone in Rsam

Difficulty

Effort

Data Flexibility

High

Presentation
Flexibility

Launched from
Rsam

feam s Drag & Drop Chartmg ---

Rsam - Default Report Templates

Rsam - Rapid Reports

Custom - Report / Dashboard Via Rsam
SSRS

Custom - Report / Dashboard Via custom
SSRS

Custom - Report / Dashboard Via Crystal
Reports

Custom - Report / Dashboard Via external
package (Cognos, Bo, Home Grown, Etc)

Anyone
(assigned by Role)

Knowledge of SSRS
Interface

Knowledge of SQL and
SSRS Interface

Knowledge of SQL &
Crystal Interface

Knowledge of SQL &
External Tool

Medium

Medium

High

High

High

Low

Low

Low

Medium

High

High

Low

Medium

High

Very High

Very High

Very High

Very Low

Medium

Very High

Very High

Very High

Very High

Yes

Yes

Yes

Yes

Yes

No
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Drag and Drop Charting 3% Galvanize

Grouped searches can quickly transform into informative charts & dashboards

134



Reporting Opportunities in Rsam J » Galvanize

 The following reporting methods are available with Rsam

Report / Dashboard Interface Who can create Difficulty Effort Data Flexibility Prese.nt-a _tlon S CUCE e
Flexibility Rsam
Rsam - Search & Pivot Anyone in Rsam Low Low High Low Yes
Rsam - Drag & Drop Charting Anyone in Rsam High Medium
reem e Report Templates _----
. Anyone . . .
- . M Y
Rsam - Rapid Reports (assigned by Role) Medium Low Medium edium es
Custom - Report / Dashboard Via Rsam Knowledge of SSRS . . .
SSRS oD Medium Low High Very High Yes
Custom - Report / Dashboard Via custom Knowledge of SQL and ) . ) .
SSRS SSRS Interface High Medium Very High Very High Yes
Custom - Report / Dashboard Via Crystal Knowledge of SQL & . ) . .
Y
Reports Crystal Interface High High Very High Very High es
Custom - Report / Dashboard Via external Knowledge of SQL & ) . ) .
Very High N
package (Cognos, Bo, Home Grown, Etc) External Tool High High Very High ery Hig °
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Templated Reports I Galvanize

Rsam includes a series of templated reports that show details and summaries of
object data

» While these reports are static they can be helpful in showing a quick view of an object, or
aggregation of control / domain compliance

* These reports focus on the object / questionnaire information

Assessments - Object Detail Report Assessments - Object Gap Report (standard)
N ) T it (ol st wir o this repors)
Totalincluding aspects: 100

HR Manager Pro: IT Application Score:0 Application Controls - Full

CONTROL STANDARDS

HR Manager Pro - Application Controls - Full (85)

Compl (HIPAA Compli entication method utilize passwords?
iecur:ty - SEggr'y) oy ontrol. L1 - Passwords are used
Criticality (Availability) High ntrol. L0 - Passwords are not used
Criticality (Security) Severe (4 . ~
Overall Criticality Severe (40 Frree 20 points

Do the log entries include initialization of the audit logs?
ATTRIBUTES

® Required control: L1 - Yes

Related Applications

® current control. L0 - No

ey eI e e Ty e
Owner (this person will be assigned as the respondent)
Assessment Respondent

System Description
This is a sample test system

System ID (used for Asset Management integration)
33

System Type ® Current control. L0 - No
Developed on contract (externally)
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Reporting Opportunities in Rsam

3 2 Galvanize

 The following reporting methods are available with Rsam

Report / Dashboard Interface Who can create Difficulty Effort Data Flexibility pscenisticn

Flexibility
Rsam - Search & Pivot Anyone in Rsam Low Low High Low
Rsam - Drag & Drop Charting Anyone in Rsam Low Low High Medium
Rsam - Default Report Templates N/A N/A Low Low Very Low

. Anyone : :
R -R .
sam - Rapid Reports (assigned by Role) Medium Low Medium

Custom - Report / Dashboard Via Rsam Knowledge of SSRS . . .
SSRS - Medium Low High Very High
Custom - Report / Dashboard Via custom Knowledge of SQL and . . . .
SSRS SSRS Interface High Medium Very High Very High
Custom - Report / Dashboard Via Crystal Knowledge of SQL & . . . .
Reports Crystal Interface High High Very High Very High
Custom - Report / Dashboard Via external Knowledge of SQL & . . . .
package (Cognos, Bo, Home Grown, Etc) External Tool High High Very High Very High

Launched from
Rsam

Yes

Yes

Yes

Yes

Yes

Yes

No
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Rapid Reports

3 2 Galvanize

Rapid Reports is a powerful and flexible way to create “documentation style” reports

Rapid Report templates are created and managed under the:

*  Records Menu: Rapid Report Templates

Template

Parts I

Text Substitution

Default Style Settings

Rapid Report - Part

5 8 6 6 O 8 O B8 o

Part Order Part Name

1 Title Page - Header
2 Title Page - Image
3 Header Image

4 Header Text

5 General Information
6 Location

7 Details

8 Analysis

9 Communication

Child of

e

A

INCIDENT REPORT

& Rsam

Location
[The location details are as follows:
Address 8725 Foster Road
City Englewoord
State
2ip
Country United States
Details
was a Blue Toyota Prius,

A(rwmd bk N Parking Lot, section zzm
i p xxxxxb ongi g John Doe (Employ
d g o the e owner, nothing w; nf m the car

122331)
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Reporting Opportunities in Rsam J » Galvanize

 The following reporting methods are available with Rsam

Report / Dashboard Interface Who can create Difficulty Effort Data Flexibility P::i?g;g;" Laun;:::Ifrom
Rsam - Search & Pivot Anyone in Rsam Low Low High Low Yes
Rsam - Drag & Drop Charting Anyone in Rsam Low Low High Medium Yes
Rsam - Default Report Templates N/A N/A Low Low Very Low Yes

Anyone
(assigned by Role)

Custom - Report / Dashboard Via Rsam Knowledge of SSRS . . .
SSRS Medium Low High Very High Yes

Rsam - Rapid Reports Medium Low Medium Medium Yes

Custom - Report / Dashboard Via custom Knowledge of SQL and . . . .
SSRS SSRS Interface High Medium Very High Very High Yes
Custom - Report / Dashboard Via Crystal Knowledge of SQL & ) . ; .
Y
Reports Crystal Interface High High Very High Very High es
Custom - Report / Dashboard Via external Knowledge of SQL & . . . .
Vi High N
package (Cognos, Bo, Home Grown, Etc) External Tool High High Very High ery mig °
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Rsam Generated SSRS Reports via Search

3 2 Galvanize

- SSRS reports via Rsam Searches transform search results into fully
customizable reports. The most flexible method for reporting without the need to
understand the database

* Requires the report writer to use Microsoft Visual Studio to author and manage

the report

Policies

Policies

ame Record Workflow State Ciend
Year
New / Unassigned 2015
SME Analysis 2014
New / Unassigned 2014
New / Unassigned 2014
New / Unassigned 2014

" state

MS

NY

AZ

NY

sc

New v Edit.. /

[=-{Z Datasets
[=)--{Z] FINDING_ID

[£] PROCESS_NAME
{==] PROCESS_DESCRIPTION
] PROCESS_CRITICALITY
{=] PROCESS_RTO
] PROCESS_CRITICALITY_COLOR
=] PROCESS_RTO_FROM_BIA
{=] PROCESS_RTO_FROM_DOWNSTREAM
[£] PROCESS_RPO
[E£] PROCESS_RPO_FROM_BIA
(=] PROCESS_RPO_FROM_DOWNSTREAM
=] PROCESS_RPC
{=] PROCESS_RTC

= R-sam

BCM Process Details

Process 1 1. Important
Description: Example
RTO from BIA 240
RTO with Downstream 6
Dependencies
Final RTO 6
Business Implact Analysis

6 Hours 12 Hours 1 Day 3 Days 10+ Days
Financial Impact 1. Low 1. Low 2. Moderate | 2.Moderate
Reputation Impact 1. Low 2. Moderate 2. Moderate 2. Moderate 2. Moderate
Workforce Impact 1. Low 2. Moderate 2. Moderate 2. Moderate 2. Moderate
Legal/Regulatory Impact 1. Low 2. Moderate 2. Moderate 2. Moderate 2. Moderate
Customer Impact - Rating 1. Low 2. Moderate 2. Moderate 2. Moderate 2. Moderate
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Using the new Report Builder 3% Galvanize

« Users can build / edit reports without having to install Visual Studio
« Access directly from the search and reporting screens
¢ Can work in customer environments and Rsam Cloud

Saved Searches =)\ W 9 ™

Select a search to run or edit

Search Name Created By Use Type Search Type - :J 4: [M-l E mm [1pt "Hﬁ- IDM
= = v LA — I — Ron | Paste | (w2 0| LA (AT an “ﬂﬂ& [Ea8 -]
Hosts (nav) Example Administrator ~ Object Navigator Objects @ & 4 X — Font ~ nl
Hosts by Date Last Example Administrator - : - [ | ™) oiiaciflserteia Lo o) oFielin Qliarteriaiil o v Qs FeFiet] 4 | s ' 6 |
SEnneilEy (shared) Object Navigator Objects @) ] X
Hosts by OS (chart) Example Administrator Objects @) Microsoft 4
Example Administrator q . . ‘a . ® -
Hosts by OS (nav) c
Hosts by OS (nav (shared) Object Navigator Objects @ 7 : R-Sa
Hosts by Owner (nav Example Administrator Object Navigator Objects @ S Lse 3
(shared) rver2012 K
Hosts by Zone (chart) f:;:r\g;f)r Administrator ulnerabilities by Severity and Exploitability
Hosts by Zone (nav) fs);far?g;t)a Administrator Object Navigator : e each y has an assigned ik rating hask plots, can be used o escalte the ik ating o adust the
o~
IAM: ,_Action Items By Example Administrator Records Navigator Records % © 2012 Microsoft Corporation. Al ights reserved. : Vulnerabilities by Severity and Exploitability*
o (Ehared) N L Exploitable
IAM: AEs Awaiting Example Administrator = Not Exploitable
Planning (shared) Records @9 : 80
. Example Administrator 5 & 3
IAM: AES Dy Workilow H
IAM: AEs by Workflow (shared) Records Navigator Records @ T T~ 5 -
IAM: AEs by Workflow  |[Example Administrator E
(chart) (shared) Records @) U X - * 1
CaE ... Example Administrator  Dynamic Attribute H - 0
IAM: AF - Related Policies (shared) Records Navigator Records @) : U X A
IAM: Assessments by Example Administrator |, ___ oo e Hereenreened A= 2 | x|~ ¢ o - s
Records Per Page << < Page |6 + of 14 > >> | 3 is based on an Exploit i the scanner




Using the new Report Builder 5% Galvanize

- This new method, while far better than before, carries important limitations:
— Server configuration to enable this feature requires 30-60 minutes to setup.

— Contact support for help when doing this.

« Like before, the permission model is centralized. In the cloud (and most on-prem customers), those
users who are given access to build and publish reports have full access to query Rsam & see other
reports.

— Consider these individual to be report admins (access to all data).

 For most customers (SQL 2014 and earlier), the report builder will only launch using Internet Explorer
(though the resulting report can work in standard Rsam browsers).

- Despite these considerations, this new feature is well worth the effort, and is a significant
improvement beyond our previous SSRS report creation process.
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Reporting Opportunities in Rsam

3 2 Galvanize

 The following reporting methods are available with Rsam

Report / Dashboard Interface

Rsam - Search & Pivot

Rsam - Drag & Drop Charting

Rsam - Default Report Templates

Rsam - Rapid Reports

Custom - Report / Dashboard Via Rsam
SSRS

Custom - Report / Dashboard Via custom
SSRS

Custom - Report / Dashboard Via Crystal
Reports

Custom - Report / Dashboard Via external
package (Cognos, Bo, Home Grown, Etc)

Who can create

Anyone in Rsam

Anyone in Rsam

N/A

Anyone
(assigned by Role)

Knowledge of SSRS
Interface

Knowledge of SQL and
SSRS Interface

Knowledge of SQL &
Crystal Interface

Knowledge of SQL &
External Tool

Difficulty

N/A

Medium

Medium

Effort

Low

Medium

Data Flexibility

High

High

Low

Medium

High

Very High

Very High

Very High

Presentation
Flexibility

Low

Medium

Very Low

Medium

Very High

Very High

Very High

Very High

Launched from
Rsam

Yes

Yes

Yes

Yes

Yes
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Other Reports Via Query J% Galvanize

- Rsam allows direct queries against the Rsam database. While this is more complex and

requires far more expertise, it does allow for unrestricted custom reporting against Rsam
that can be used in popular reporting platforms like:

- SSRS
Crystal

Cognos

Others

- Rsam also include an API to gather data for reporting, and some helper SQL procedures to
limit the amount of custom query writing
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Questionnaire Basics / Learning Objectives {2 Galvanize

Understand and identify the different types of Objects
Understand the purpose of and how to Create / Configure Standard Object Types (Templates)
Understand the purpose of and how to Create / Configure Criticality Types and Risk Levels

Understand the purpose of and how to Create / Configure Assessment Questions (Criticality and
Control Questions)

Understand how to Map Criticality Questions to Criticality Risk Levels
Understand how to Map Control Questions to Criticality Risk Levels
Understand how to Publish Assessment Questions

Understand how to Map Assessment Questions to Object Types

Understand how to Create Assessments (Objects based on the template just created)
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Objects 3 2 Galvanize

* Objects /\
- Are the primary starting points for

most activities

Object Entities

- Hold all data, Records,

Questionnaire Responses and more Standard

Sub-Entities
- Can belong to groupings called
entities and can have children

Object Type
called Aspects
« Assessment Questionnaires reside Object Type

at the Object / Aspect level

Aspects
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Understanding Object Types §3 Galvanize

- Object Types tell Rsam what we are assessing -
Entities (Object grouping) (Division)

- Sub-Entity (Object grouping) (Department)
- Standard (most common) (Application Profile)

- Aspects (Sub Objects) (Full Controls / Lite Controls) _
- Container (Relational Objects) (Data Center)

[ Data Center
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Understanding Entity Objects 5% Galvanize

Entity Objects group Objects together for ease of permission assignment, and data
filtering

Think of Entities as the folders in which objects are stored
There are two customizable levels of Entities

Entities are not the only mechanism for grouping. Attributes and Workflow States can also
be used for grouping objects in reports / navigation

Entities are very useful for assigning permissions at a higher level, where they are inherited
for all Child Objects and Records

Entity structures can be changed later, and Objects can be moved into new entities

Examples: Business Unit & Division, Region & Site, Category & Group, Use-Case
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Understanding Object Types §3 Galvanize

Standard Objects represent the heart of the inventory
- Standard Objects are the most common object types

- Standard Objects have all required elements for an assessment

- Attributes, Controls, and Criticality Factors
Attribute Types

- Standard Objects can be either:

Control Types

- Self-sustaining OR
Relate to other types of Objects Criticality Factors

* When in doubt, make it a standard Object type

Examples: Vendor, Data Center, Application
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Questionnaire Basics 5 3 Galvanize

« Two options to create Assessment Questionnaires

- Automatically present the Assessment on creation of an Object

- Servers supporting Credit Cards automatically get a PCl Assessment
- Servers support Health Care data automatically get a HIPAA Assessment

- Based on Scoping (Criticality Questions) to drive Assessments

- What types of data does the Server support?
- What are the issues of Compromise?

- General Questions
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Creating Objects 3% Galvanize

Objects can be created in many ways:

+ Allowing users to click on “Add Object”

 Importing Objects from a data
source like Excel or a Database

« Enabling Self Registration

- Self-Registration allows any user to create a new Object of the specified type without having to be
assigned permissions

Objects & Records

— HOME Assessments Manage Records Report Search

Object Navigator

Open Assessment By Role

Register new assessment General Record Navigator
Add Object

Import Objects

Shortcuts

Entity Manager

Create New IT Application

Create New Vendor / Service Provider 152



Understanding Aspect Objects ] 2 Galvanize

Aspect Objects let you to divide assessments into logical segments vs
Standard & Container Objects
+ Aspects divide Objects into consistent / logical segments
— This helps organize data, streamline the process, and permission assignment
« Aspects always belong to other Objects

 Similar to Standard Objects, Aspects can have:
— Attributes, Controls, Criticality Factors, and Records
» Objects can have multiple Aspects, but only one of each Aspect type

Core Assessment Questions /_\

IT Infrastructure Questions

Hosting Environment
Questions
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Creating Aspects 3% Galvanize

Aspects can be created manually or automatically

* When linking an Aspect Object type to another Object type, you may choose to auto-create
that Aspect for all related Objects. This is useful for adding additional context centric

questionnaires to all Objects of a specific type

« Aspects can also be automatically created when:
— user answers a Control or Criticality question in a certain way
— when clicking a Workflow Button

— as a Risk Analytics Handler action

* Aspects can also be created manually by users that are given appropriate permissions
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Aspect Object Considerations 3% Galvanize

Aspect Object’'s Key Considerations

* Aspects divide Objects into logical pieces
« Aspects can add questionnaires to add the baseline

» Aspects get their own questionnaire score but may
also be viewed with the total Object score
(all Aspects combined)

Object Type
Object Type

« Aspects can share Criticality with Standard Objects

Aspects

Aspect Rules

 Aspects are an optional enhancement (not required)

- Aspects inherit the entity, name, & relationships of the main Object
« Aspect permissions can be “auto inherited” or assigned individually

155



3 2 Galvanize

Creating Objects and Viewing
Object Interface

Exercise
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Control and Criticality Questions




Control and Criticality Questions § 3 Galvanize

There are two types of question sets used within Assessments / Questionnaires:
 Criticality Based
« Control Based

« Both Types can be assigned to Objects
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Criticality Based Questions / Factors J 2 Galvanize

Fact Based Criticality Questions / Factors:
« Help Define the Criticality of a given Assessment

- Rather than asking end-users to rate the importance of Objects (e.g. low, medium, or high), Rsam will
prompt for Criticality Questions and then use the data provided to derive these conclusions

« Are one mechanism to drive Aspect creation

i i | Assessment Libra; uestion = =
Assessment Library Question G editable  English | # | m Action ¥ «|[»| Ol e n ) v Q editable  English | + Action <J»][o]e)
(Admin [DAC]) 1y — | U — : B
< | | Assessment Question (Library) || Possibie Answers H Related Domains ” Additional Information
(| | Assessment Question (Library) || Possible Answers || Related Domains || Additional Information
*{)order 115 Possible Answer refresn | ([EEEHD [ open Delete x
* Admin Name  Data: Information Types Answer Order Answer Attachment Requirement Comment Requirement Answer Weight Answ
*Name  Data: Information Types Q@ oz © a 1 Social Security Numbers Attachment Not Allowed Comment Not Allowed 1
oz e a 2 Credit Card Data Attachment Not Allowed Comment Not Allowed 1
*Question | What Data is Stored, Processed, or Transmitted? e oz e a 3 Company Directory Attachment Not Allowed Comment Not Allowed 1
oz e a ¢ Customer Names Attachment Not Allowed Comment Not Allowed 1
Extended Description | In answering this question, be sure to give consideration to: 1. What data is stored in this object? 2. What data is given to, or received from this object? 3. What data is @
processed by this object or held in memory? oz e a s Customer Contact Information Attachment Not Allowed Comment Not Allowed 1
? — :
oBRe g s S e T ;
Question URL / Link to oz e a 7 Internal Financial Information Attachment Not Allowed Comment Not Allowed 1
present to user General Human Resources
oz e a s ey Attachment Not Allowed Comment Not Allowed 1
*@What impact does this  criticality @ R oz e a o Employee Names Attachment Not Allowed Comment Not Allowed 1
question have on the
assessment O e a 1w Employee Contact Information Attachment Not Allowed Comment Not Allowed 1
Sl
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Control Based Questions / Factors J » Galvanize

Controls are used to document to what degree a control has been implemented in an object

« Controls consist of both Control Types (the question asked), and Control Levels (possible answers)

this question have on
the assessment

B N Assessment Library Question Cicdtable  English | + Action ) < &
Assessment Library Question © editable | English | = m e [»|[e|(e n el e Englst [ suome  [RITRRS e ~ |
(Admin [DAC])

[ e B
(| | Assessment Question (Library) ” Possible Answers H Related Domains H Additional Information |7>
Possible Answer x
*@order 2 )
Answer Order r Weight
*Admin Name  SYS: Passwort d Length (user) ore a . \
®oro 3 |
*Name  Password Length (user) Q or e a |
- ore a |
*Question  What is the minimum password length available to end-users? J ore a ‘
f oxe a |
Extended Description e oo a ‘
|
Question URL / Link to oee L] |
present to user o oz e a ‘
* @What impact does  coniro @ Q 2o O (

« During reporting & analysis, controls can be measured against standards. Controls failing to
meet standards will generate Questionnaire Finding Records and add to the Object’s score

« Control Types are associated can be associated with domains to document how the Control
relates to reqgulations, standards, and policies
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Controls 3 2 Galvanize

Control Levels represent the degrees of control that has been implemented

« Control Levels can be from level 00 to 99

« These levels go in order from 00 representing the least control to 99 representing the most control

Assessment Library Question

@ editable | English | < | m Action ¥ «|»| O n
(Admin [DAC))
< | | Assessment Question (Library) || Possible Answers H Related Domains ” Additional Information }

Possible Answer

O © a 1 No camera recording Attachment Not Allowed Comment Not Allowed
Oz © a 2 Critical cameras recorded & Attachment Not Allowed Comment Not Allowed

oz e a 3 All cameras record & archive Attachment Not Allowed Comment Not Allowed

Each Answer Level must be equivalent to, or higher than the Answer Level before it
Answer Levels can have several effects on the questionnaire flow, including the ability to:
— Prompt for File Attachments / Evident — Remove other controls from the survey (auto-answers)

—  Prompt for Comments / Descriptions — Define Criticality levels

— Define Answer Weights — Generate Aspects 161



Considerations for Controls 3% Galvanize

Key Control Considerations

« Each Control Type (Criticality or Control) may be associated with one or more Object
Types

« Each Control Type may belong to one or more Domains (data maps)
« Control Types may have hierarchical levels for visual effect

« Control Levels represent increasing degrees of protection
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Mapping Control Standards

3 2 Galvanize

Control Standards relate Objects to
Minimum Control Requirements based on
their Criticality

* An Object’s criticality is determined by
the highest criticality levels from all of
Its Criticality Factor Questions

 Each Criticality level can have a specific
control standard associated with it

* If the Object fails to meet that standard,
there is a Gap, a finding record is
generated, and points are added to the
Object’s score

AAAAAAAAAAAA

AAAAAAAAAAAA

Editable | English

following Criticality Levels ai
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Control Standards J4 Galvanize

Control Standards can be:
- The same across all levels of criticality (simple assessment), or

- May increase as criticality increases (full assessment)

Required Control levels for: Risks Standards - Standard: Criticality (Security)

\ Cancel ‘

Control Types Low Medium High Severe
SYS: Authentication 1 :Passwords are used 1 :Passwords are used 1 :Passwords are used 1 :Passwords are used
(passwords)
SYS: Password Length 1 :Allows < 6 character passwords 4 :Requires at least 8 characters 6 :Requires at least 10-12 8 :Requires > 15 character passwords
(user) characters
SYS: Password Aging 0 :Password changes are not 1 :Requires annual changes 2 :Requires semi-annual changes 3 :Requires quarterly changes
(user) forced
SYS: Pas‘sword 0 :No complexity requirements 2 :Requires 2 alph_a, numeric, 3 :Requires 3 alph_a, numeric, 4 :Reqmr(_es 4 alpha, numeric, case, or
Complexity (user) case, or symbol mix case, or symbol mix symbol mix
SYS: Password History 1 :Restricts re-use of previous 1-2 2 :Restricts re-use of previous 3-4 3 :Restricts re-use of previous 5-6  4:Restricts re-use of previous 7-8
(user) passwords passwords passwords passwords
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Publishing Assessment Questions § 3 Galvanize

All assessment questions are created and maintained in Assessment Question Libraries. There are three
library categories that correspond to different phases of the assessment question lifecycle.

Draft — Contains all the questions in the draft form. You can create and update questions from this
library.

Active — Contains all the published and active questions. You can map the questions available in
this library to the objects, and the questions appear in the assessments corresponding to the
objects.

Archive — Contains all archived questions corresponding to each question which has been updated.
These questions are not used in any active assessments, but can be referenced by older

assessments.
Assessment questions created in Rsam go through a pre-defined lifecycle.

Question Libraries a

Open All

Open By Ca)ggory Assessment Question Library - Draft

Import Records Assessment Question Library - Active

Assessment Question Library - Archive
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Library Access 3% Galvanize

Library Access and Question Management is performed by a number of default
accounts

« AQ Editor — This role can Submit questions
« AQ Reviewer — This role can Approve questions

« AQ Manager — This role can Publish questions

When updating existing questions always start from the version of the published
question in the Draft library.
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3 2 Galvanize

Question Library Review & Demonstration
Modifying Object Templates

Exercise
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Criticality & Risk Types




Understanding Criticality Types and Risk Levels ] 2 Galvanize
 Criticality / Risk -
Used to show a degree of importance | =™ o —

and risk for objects, and to accommoda ===

Compliance (DFARS)
. . . -
special handling requirements B
p g q Compliance (HIPAA Security - security)
Compliance (NIST 800-53)

Compliance (PCI)

« Example

Availability = Low, Medium or High
 Criticality / Risk

Can also help relate specific facts about an object to a need for compliance or

Criticality / Risk Levels

special handling

Levels 0‘
° Example level 01 .
HIPAA Security Safeguards, GLBA, PCI, | -~ -

Mobile Device, Foreign Connections
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Criticality & Risk 3 2 Galvanize

« Criticality / Risk Components have a humber of functions
— Highlight the Criticality and Compliance needed for an object
— Define the Risk Levels
— Magnify the score for areas that have higher degrees of risk

— Align control requirements based on the specific needs of each Object (Control
Standards)
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Criticality Types / Risk Levels 3% Galvanize

Criticality Types define the various areas of Criticality / Risk we want the
assessment to focus on

* Rsam accommodates up to 100 Criticality / Risk Types

- Each Criticality / Risk Type can have up to 100 related levels, each representing a higher
degree of Criticality / Risk

* Risk Levels can drive the creation of Aspect Objects

Update Risk / Criticality Level n.
t

eeeeee

aaaaaaaaaa
eeeeee

Description:
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3 2 Galvanize

Demo: Configuring and Creating
Criticality Types and Risk Levels




Galvanize

Structures and Elements Objects

Scoring




Learning Objectives J 2 Galvanize

« Understand the purpose behind Rsam scoring
- ldentify the components that support the scoring model

« Understand the scoring models available to you
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Scoring Engine 3% Galvanize

Scoring engines create data for analysis and ongoing Risk Management

 Scoring Data fulfills several needs:
- Helps document findings
- Draws attention to control priorities
- Helps direct remediation efforts
- Helps translate analysis to members of the organization

- Allows us to track progress/efforts over time
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Understanding Object Scores

3 2 Galvanize

Vendor

(What Encryption is Used?) )

|

Controls

e=
=il

€e=| |6=

@

Control Weight

—

Criticality Answer Gaps & Finding

|=I Score

L B I T \\

0110 q Encryption \
Criticality Weight Answer Weight 4x2x15=81
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Understanding Scoring Systems 5% Galvanize

Object scores are a numeric representation of Risk Control

- “0" is relatively secure; the higher the score, the more in need of attention
(Think: Golf Score)

« Points are added when an Object does not meet a recommended standard based on
criticality and/or compliance

- Points are magnified by control, criticality, and compliance weights

- Points are also added for container controls
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Object Score Calculation 3% Galvanize

« Example of a Simple Model (All weights = 1 therefore all gaps = 1)
— (Standard Control Gaps) + (Container Weights)
- Example of a Weighted Model
— (Standard Control Gaps * Control Weights) + (Container Weights)
- Example of a Risk/Criticality Model
— (Standard Control Gaps * Control Type Weights * Standard/Compliance Weight)
— (Container Gaps * Container Weights * Standard/Compliance Weight)
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Compiling Gaps 3% Galvanize

Rsam can compile gaps, taking issues discovered in the questionnaire and
generating finding records for them

« Customers can elect one or more points in the workflow where Rsam will generate records
for each control gap

» Records allow users to then document follow-up items like remediation plans, risk
acceptance, and more

« If controls have changed in such a way that a previous gap no longer exists, the record will
be archived

« Once compiled, the records are disconnected from questionnaire responses, Records will
be updated, or archived when gaps are compiled again

Findings from Questionnaire Refresh m Open Delete

Instructions

Record Workflow State Control Name Supplied Answer ini Required

& | Open (from questionnaire) Idle Session Control Lockout after > 25 minutes Lockout after 15 - 25 minutes

& | Open (from questionnaire) Object Redundancy Cold Standby Automatic Failover
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3 2 Galvanize

Answering Assessment
Questions / Reviewing Gaps

Exercise




Galvanize

Email Notifications




Learning Objectives J 2 Galvanize

- Understand the purpose behind email notifications
« ldentify the different elements that make up email notification
- Understand what can be attached to emails

- Understand how emails and offline decisions co-exist
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Notification Components 5% Galvanize

Notification Messages Notification Messages
(Event Driven) (Query Driven)

Notification |
Events 3

Event Queue
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Notification Message 3% Galvanize

- Messages define the general wrapper around email notifications
- The message defines the Subject, Header, Footer, and more

« Messages get their actual body content from email Events or Queries

iz <]

Message Name:

FFFFFFF
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Notification Event 34 Galvanize

- Events define how event-driven email messages are triggered, what the body of the
message will be, and what roles will receive the email message

- A single email message can be associated with multiple events
- Events have an event Category. The Category determines where the events can be
triggered from. The most common categories include:
- Button Click or Handler: triggered by a user clicking a button or a hander being executed

- Role Assignment: triggered the moment a user is assigned a role to an object or record

185



Notification Event (2) 3% Galvanize

- Event Text is written to the body of the email message. This can be static (the same text
every time), or dynamic (defined through formulas that leverage attribute values and other

data

Create Formula

Possible Items Group:
Others

Possible Items

Object Name
Object State
Object Type

Object Entity

Object SubEntity

Formula:
This exception is due to expire on [TI].[@@EX: Expiration Date]
This issue must either be addressed before that date, or the submitter [TI].[@@EX: Submitter] must login and request an extension.

Click [URL]here[/URL] to open this exception record

@ TV

+ In more advanced use-cases, event text can also be driving from a custom SSRS report.
This allows customers to create highly tailored email messages
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Notification Event (3) 3% Galvanize

« Event Recipients can be selected via an assigned Role, or via an email address stored in a
Text Attribute

- Role-based Notifications tell Rsam to address the email messages to all users assigned the
designated role(s) for the targeted object / record

- Note that only the users assigned the designated role to the targeted object / record will receive the email.
Not users assigned that role to other targets

Update Event Notification

Event Name:
- Attribute-based Notifications allow Example Email Event
customers to specify who should receive Event Category:
the email by populating an attribute Button Clik or Handler :
with their email address in the targeted send Notification based on:

@ Assigned Role O Email Address in Attribute Value

record or object

Role(s) to send this Notification to:
 This is very useful for emailing users / accounts Q: Manager
that are not assigned roles in Rsam | Q: Reviewer X .|

b
0
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Notification Event (Attach Report File)

3 2 Galvanize

- Rsam email event notifications include the ability to attach reports directly to the

notification

Add Notification
Event Name:
Send Detail and Gap Reports

Event Category: .
Button Click or Handler &

Send Notification based on:
Assigned Role O Email Address in Attribute Value

Role(s) to send this Notification to:

Static Notification Text (displayed with each item returned): Use Static Text O Use Dynamic Text O Use Embedded Report

Thank you for completing your assessment. Attached are Detailed and Gap reports for your review.

& Attach Reports to the Email Message Report Format:
1
Object Details (standard) x| : |
Object Gap (standard) X

C] Include user comments (when available)

If a link is included, send the user to this home page tab:
Default Home Page Tab

o

([ pisable Rich Text Editor

Cancel
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Notification Event (Offline Decision) § 2 Galvanize

- Rsam also allows you to embed workflow buttons inside of email messages

- Workflow buttons are selected as a part of the dynamic formula option. This option is available for
customers licensed to use offline decision support

+ A user receiving the email will simply need to click on the link, authenticate (or complete
their single sign-on), and Rsam will automatically execute their selected button

Message ﬁ;om‘m Details (standard).PDF (170 KB)

= R-sam

Notification - Assessments - Questionnaire Workflow State Change

The questionnaire for CC Payment Inc. is now in the state of "3. Classification Review" and is ready for your review. The review is due by
08/04/2016. Please click on the link above to access this questionnaire.

Name: CC Payment Inc. - Vendor Controls - Full
Workflow State: 3. Classification Review
Sub-Entity: IT Assets

Entity: Acme Corp.

Respondent: Todd Fitzgibbon

Due Date: 08/04/2016

Accept - By clicking this button, you accept the classification, and an assessment will be automatically generated based upon the responses.
Reject - By clicking this button, you reject the classification, and this will be sent back to the respondent after a comment is made.

189



Notification Event (Queue) J% Galvanize

* When an emalil event is triggered, Rsam creates an entry in the Email Queue

- Now Rsam waits for the scheduler related to that event executes, sending out he email
messages and clearing them from the Queue

« Administrators can access the queue directly in the Rsam administration screens in order to
remove items from the queue before they are sent

HOME  Assessments ~Manage Records Report  Search Helpv © & v Example Administrator & R:sam
Structures & Elements Current Notification Event Queue
Criticality / Risk & Standards T B2 (oecte rom queve
PE— User 10 @ Object Name Notification Type Date OF Entry o
Workflow States - Objects _vendor_manager Apple Inc - Vendor Controls - Full Q: Data Gathering (Respondent; 08/30/2016 at 10:29:58 AM
vorkfiow States - Records _vendor_owner Apple Inc - Vendor Contrals - Full Q: Data Gathering (Respondent) 08/30/2016 at 10:29:58 AM
Workflon Buttons - Objects _vendor_manager Apple Inc - G - Full Q: Data Gathering (Respondent) 08/30/2016 at 10:29:58 AM
oo Buttone - Fecords _vendor_owner Apple Inc - SIG - Full Q: Data Gathering (Respondent) 08/30/2016 at 10:29:58 AM
_admin Apple Inc i Ready For Review: (Revieveer 08/30/2016 at 10:28:18 AM
Workdlow Roles
_assessment._revi Aople Inc Q: Ready For Review (Reviewer) 08/30/2016 at 10:28:18 AM
System Roles
_vendor_eviewer Apple Inc Q: Ready For Review (Reviewer) 08/30/2016 at 10:28:18 AM
Risk Analytics Trigger Events - -
_vendor_manager Apple Inc : Data Gathering (Respondent) 08/30/2016 at 10:23:44 AM
Risk Analytics Schedule Events _vendor_onner Apple Inc Q: Data Gathering (Respondent) 08/30/2016 at 10:23:44 AM
Risk Analytics Handlers o| | r_incident_submitter Global Records INC: Workflow State Change (Submitter) 08/01/2016 at 2:02:30 PM
Notficaton Events _incident_manager Global Records INC: Workfow State Change (Manager) 08/01/2016 at 2:02:30 PH
Notfication Queres _sirp_task_owner SIRP Incident Libary SIRP: Task Notificaton (Task Owner) 06/22/2016 at 1:06:06 AM
Notiication Messages _sssessment_respondent  Contractitaker i Entering Plans (Respondent) 06/14/2016 at 2:43:05 PM
Noifention Sehadules r_bem_bpo Giobal Records BCM: Process - Workflon State Change (290) 05/20/2016 at 1:17:24 P4
«_bem_analyst Giobal Records BCH: Process - Viorkf 04/28/2016 at 9:33:48 AM
Notficatin Queue
_bem_bpo_exec Global Records BOM: Process - Submitted for Review (BP0 Exec) 04/26/2016 at 9:32:47 AM
Email Listeners
_assessment_revi Test Org controls Q:Plans Complete (Revienwer) 03/15/2016 at 1:43:09 P
_vendor_eviewer Test Org controls Qi plans Complete (Reviewer) 03/15/2016 at 1:43:09 PM
_assessment._revis Test 0rg controls - SA: Cryptography Q: Ready For Review (Reviewen) 03/15/2016 at 1:41:01 P
Reports & Views
_vendor_eviewer Test Org controls - SA: Cryptography : Ready For Review (Reviewer) 03/15/2016 at 1:41:01 PM
Environment Migration _vendor_eviewer est Org contros - SA: Application Control Q: Ready For Review (Reviewer) 03/15/2016 at 1:35:37 P4
o _assessment._evi Test 0rg controls - SA: Application Control Q: Ready For Review (Revi 03/15/2016 at 1:35:37 M .
ptions
Recordsperpage (75 | | << | [ < | page [t >
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Email Query

3 2 Galvanize

- Email messages can also get their data from a SQL Query

* Queries can be leveraged to define more customized messages. Query results are shown

in the body of the email message

eeeeeee

@ Administrative Summary
O dddddddddddddd ry
heck Q
[ s
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Notification Job / Schedule

3 2 Galvanize

- All notifications are sent out via a schedule

 Schedules can be one-time (on-demand) or recurring

Notification Schedule
Job Name
Occurs Start Date: Start Time: End Date:
Oonetime | | 101716 [¢] | 4a0c0aem [ | 101718 [3]
Recurring
A )
Daily <
(Oweekly Every 1 E day(s)
(OMonthly

/\ .
() on Hold Repeat Every For Duration of D Stop the task if it

Hour(s): Minute(s): Hour(s): Minute(s): still running at duration
) Fepeat Tk "
—_— M M M M
m ‘ Save & New | ‘ Close
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Email Listener 3% Galvanize

The Email listener allows customers to send information into Rsam using standard
email messaging mechanisms

« Customers can use the email listener to Create & Update Objects & Records

- Data can be sent via email in 3 ways

- As a file attachment
- As delimited text within the email

- As a message formatted with pre-defined tags (email elements)

194



Email Listener Process ¥% Galvanize

« The email listener continually checks a designated POP3 or IMAP email account

- When a message is received, the listener Extracts the data and invokes a saved import
profile to Import the data

™ Automated Email Feed / Employees /
OtheyAppication Alert Service Vendors
Emails RSAM
User Accoun! t
Emails RSAM Gt o Emails RSAM
User Accoun e ustomer Mail Server s Accoun t
(holds email)

RSAM Retrieves Email via POP3

RSAM Email Listeners oAt Scheduler
(parses and imports data) (invokes the kstened ona
regular schedul

v

RSAM Import Parsers
(parser converts the message or file
attachment to importable format)

v

RSAM Import Engine
(a saved profile | mapping is launched.
Records are created / updated in the
RSAM application)
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Email Listener Elements 3% Galvanize

Using Email Elements

Using emalil elements allows Rsam to look for specific key words / text in the email
message

Any data that resides between the defined key text elements in considered data

After specifying the email elements, open the import engine and choose email listener as
the data source
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Example of Email Listener Elements

3 2 Galvanize

Example Email Message

From: labs.advisories On Behalf Of Advisors R Us|

Sent: January 1, 2010 5:07 PM

To: receiver@yourcompany.com

Subject: Security Advisory ©1.01.10: Microsoft Internet Explorer 'threat ABC'

Automated Alert Notice from Advisories_R_US

You are receiving the following threat notification as part of your subscription to Advisories_R_US.
For additional information, please visit our web site.
THREAT ID: XXZD21-2 THREAT NAME: Threat ABC

Descriptive Element:
Here is the description of the threat itself:

Urgency / Severity: HIGH
Related CVE IDs:

Advisory Date: 1/1/2010
Related BT IDs: B-X-123312

Elements

Listener Type
Use Email Elements v

Listener Elements

[ THREAT ID:

I THREAT NAME:
Descriptive Element:
Urgency / Severity:
Advisory Date:
Related CVE IDs:
Related BT IDs:

R

(&

=

Importable Data

THREAT ID: XXZD21-2
THREAT NAME: Threat ABC

Descriptive Element:: Here is the description
of the threat itself:

Urgency / Severity: HIGH
Advisory Date: 1/1/2010
Related CVE IDs:

Related BT IDs: B-X-123312
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Galvanize

Thank You




